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[bookmark: _Ref264459849][bookmark: _Toc295829940][bookmark: _Toc295830036]ATTACHMENT 1 - Statement of Work 
Interagency Agreement
Between
California Department of 
and
California Department of 


This INTERAGENCY AGREEMENT, hereinafter referred to as the IA, is hereby entered into by and between the California Department of  hereinafter referred to as CD1, and the California Department of , hereinafter referred to as CD2, as stipulated by California Senate Bill 162 (SB 162).
[bookmark: _Toc295829941][bookmark: _Toc295830037]General Terms
[bookmark: _Toc295829942][bookmark: _Toc295830038]Background
In 2007, when CD1 was statutorily established, an Interagency Agreement (IA) was created so that CD2 would provide core information technology (IT) services to support CD1 and the CD2.  The timeframe for the initial IA was three (3) years through 6/10/2010 to allow CD1 to evaluate its business needs and develop a plan for an independent IT infrastructure.  When CD1 was established, all application support functions and project management functions were separated into the two departments.  At that time the two departments planned to separate all of the remaining IT services including hardware, software and staff by June 2010.  

In 2008, the two departments discontinued those plans when the State Chief Information Officer (OCIO) advised against separating the CD2 / CD1 IT infrastructure, observing that this shared infrastructure was consistent with the long-term objectives of consolidating common IT infrastructure services statewide.  Therefore a new IA for infrastructure services is necessary.

The original IA (reference #: xxxxx), which expired on June 30, 20xx, was amended for up to one year to allow more time for the development of this IA.  Both parties agreed that this extension was temporary and that a new IA would be established by January 20xx. 
 
[bookmark: _Toc295829943][bookmark: _Toc295830039]Purpose
The purpose of this IA is to define the Infrastructure services and service levels that CD2 Infrastructure Support Branch (ISB) will provide to CD1 including:  service definitions, service level objectives, service usage by category, total cost to CD1,  cost allocations and billings, and establish a governance structure.

[bookmark: _Toc295829944][bookmark: _Toc295830040]Responsibilities
Servicing Agency: CD2
Requesting Agency: CD1

[bookmark: _Toc295829945][bookmark: _Toc295830041]Principle Contacts
The principle contacts for matters regarding the provisions of this agreement are: 

	CD1 Project Contact
	CD2 Project Contact

	CIO
	CIO

	Something Street
	Something Street

	Sacramento, CA  
	Sacramento, CA  

	
	

	Phone:  916.
	Phone:  916.

	FAX:  916.
	FAX:  916.

	E-Mail: CIO@cd1.ca.gov
	E-Mail: CIO@cd2.ca.gov



	CD1 Administrative Contact
	CD2 Administrative Contact

	Chief
	Chief

	Something Street
	Something Street

	Sacramento, CA  
	Sacramento, CA 

	
	

	Phone:  916.
	Phone:  916

	FAX:  916.
	FAX:  916.

	E-Mail:  Chief@cd1.ca.gov
	E-Mail:  Chief@cd2.ca.gov



[bookmark: _Toc295829946][bookmark: _Toc295830042]Approval
This Agreement is not valid until signed by both parties and approved by the Department of General Services, if required.
 
[bookmark: _Toc295829947][bookmark: _Toc295830043]Audit
The agency performing work under this Agreement agrees that the awarding department, the Department of Services, the State Audits, or their designated representative shall have the right to review and to copy any records and supporting documentation pertaining to the performance of this Agreement if it exceeds $10,000.  The agency performing work agrees to maintain such records for possible audit for a minimum of three (3) years after final payment, unless a longer period of record retention is stipulated.

[bookmark: _Toc295829948][bookmark: _Toc295830044]Payment and Billing
CD1 agrees to pay for actual expenditures up to a maximum of $millions to CD2 each fiscal for services rendered according to the terms and exhibits of this agreement.  This amount will be reviewed annually and updated as appropriate upon agreement by both departments. 

CD2 will provide a monthly invoice of actual expenditures, submitted no more than monthly in arrears.  Upon receipt and approval of the invoices, CD1 agrees to pay CD2 for actual expenditures incurred.  Invoices will be submitted to:

Some Body
Something Street
PO Box
Sacramento, California  

Costs for this Agreement shall be computed in accordance with State Administrative Manual Section 8752 and 8752.1.

[bookmark: _Toc295829949][bookmark: _Toc295830045]Non-Payment of Invoices – Fund Transaction Request
In accordance with Government Code Section 11255, the parties agree that when an invoice is not paid by the requested due date to the Contractor (agency providing the service) and the invoice is not disputed by the contracting Department (agency receiving the service), Contractor may send the contracting Department a 30-day notice that it intends to initiate a transfer of funds through a Transaction Request sent to the State Controller’s Office.  To facilitate a Transaction Request should one be needed, the contracting Department shall no later than 10 business days following execution of this agreement provide data to the Contractor for the appropriation to be charged including: fund number, organization code, fiscal year, reference, category or program, and, if applicable, element, component, and task.

[bookmark: _Toc295829950][bookmark: _Toc295830046]Administrative Fees
There will be no administrative fees associated with the governance of this IA.
[bookmark: _Toc295829951][bookmark: _Toc295830047]Terms of Agreement

[bookmark: _Toc295830048]Amendment
No amendment or variation of the terms of this Agreement shall be valid unless made in writing, signed by the parties, and approved as required. No oral understanding or agreement not incorporated in the Agreement is binding on any of the parties.
Either party may initiate amendments within the scope of services.  Proposed amendments must be submitted to the Department Contact of the other party not less than 30 days prior to the desired implementation date, and must be agreed to and approved in writing by both parties.
Any changes to the provisions of this Interagency Agreement will be by a written amendment signed by the Directors of both Departments, or their designees.

[bookmark: _Toc295830049]Date of Agreement
This IA is executed as of the date of the last signature and is effective through June 30, 20xx, at which time it will expire unless extended.

[bookmark: _Toc295830050]Termination
This agreement may be terminated by either party subject to approval by the Director of both Departments.

[bookmark: _Toc295829952][bookmark: _Toc295830051]Request for IA Interpretation of Provisions
All requests for interpretation of the IA provisions will be in writing and addressed to both parties’ Administrative Contact.

[bookmark: _Toc295829953][bookmark: _Toc295830052]Disputes
The agency performing work under this Agreement shall continue with the responsibilities under this Agreement during any dispute.

[bookmark: _Toc295829954][bookmark: _Toc295830053]Dispute Resolution
In the event that any of the provisions of this agreement are the subject of a dispute or conflict, or are ambiguous with one another and cannot be mutually resolved between the Administrative Contacts (listed in IA, Section 1.1.4), then the decisions of the Project Contacts (also listed in Section 1.1.4) will be binding in the interpretation of the dispute, conflict or ambiguity.  If resolution cannot be reached between the Project Contacts the dispute will be escalated to the Directors of each department or his or her designee.

[bookmark: _Toc295829955][bookmark: _Toc295830054]Obligations
[bookmark: _Toc295830055]CD2 will:
Provide IT services described in Section 1.3 to CD1 in accordance to the terms and conditions specified in this document.  The scope and levels of service are limited to those activities specified herein.  Any activities not listed specifically herein are excluded from the scope and levels of service.  Section 1.5 New Work will set forth the process to be used for work that is not specified in Section 1.3 Infrastructure Services.
Meet with CD1 as needed to resolve project/service priority conflicts.
Provide advance notice to CD1 of planned service interruptions.
Work with CD1 in determining the appropriate method and cost of complying with requirements imposed by control agencies that impact the services provided under this IA.
Work collaboratively with CD1 to create infrastructure and security standards and policies.
Follow and enforce established CD2 IT architecture, standards and security policies when implementing technology.
Assist CD1 in the transition of systems from CD2 to the Federated Data Center, OTECH, or other premises.
[bookmark: _Toc295830056] CD1 will:
Ensure staff follows established procedures for requesting IT services and reporting incidents by using Remedy tickets or calling the Service Desk.
Work with CD2 when infrastructure services are required to solve business problems by providing business requirements needed to estimate changes in service levels and costs.
Meet and discuss with CD2 management when IT services do not meet levels specified in the IA.
Work collaboratively with CD2 to create maintain, and enforce infrastructure and security standards and policies.
Provide compelling business justifications for cancelling planned scheduled maintenance or IT service interruptions.
Ensure CD1 programs follow established IT architecture, technical and security standards and policies to protect and sustain our shared network resources.  Ensure exceptions to policies are vetted through the established I2E process.
Provide contact lists to CD2 for infrastructure service notifications.
Use the OTech Service Request process through CD2 when requesting services from OTech.

[bookmark: _Toc295829956][bookmark: _Toc295830057]Communication and Cooperation
Formal and informal exchange of information regarding the IA between CD2 and CD1 shall be done in a timely manner to promote efficient accomplishment of the scope of services.

[bookmark: _Toc295829957][bookmark: _Toc295830058]Confidentiality
Any confidential information provided to, or developed by, the parties in the performance of the IA will be kept confidential and will not be made available to any individual or organization without the prior approval of both parties.

[bookmark: _Toc295829958][bookmark: _Toc295830059]Dissemination
The CD2 Administrative Contact will distribute copies of the IA and amendments, within ten (10) working days after execution, simultaneously to both Departments’ Contacts, as well as a copy to the CD1 Administrative Contact.

[bookmark: _Toc295829959][bookmark: _Toc295830060]Liability
Both parties will be liable for their own negligence.  Both parties may also be liable for other actions and inactions as permitted by applicable law.

[bookmark: _Toc295829960][bookmark: _Toc295830061]Scope of Agreement	
This IA includes all agreements, covenants, and understandings between the parties concerning the Scope of Services.  No prior agreement, covenant or understanding, verbal or in writing, of either party or their agents will be valid or enforceable unless included in this IA.

[bookmark: _Toc295829961][bookmark: _Toc295830062]Governance
[bookmark: _Toc295830063]Governance Criteria
This IA calls for the establishment of an Executive Committee comprised of both CIOs and their representatives, for the purpose of policy setting, dispute resolution, resource allocation, and amendment approval.
[bookmark: _Toc295830064]Governance Committee Meetings
Schedule
A regularly scheduled Executive Committee status meeting will be held during the course of the agreement.  The Departments will alternate preparing the agenda, documenting the meeting through meeting notes, and CD2 will maintain an up-to-date status report on all systems maintained by CDH2.

Advisory Committee meetings comprised of Chief Deputy Directors from CD2 and CD1 will be held quarterly, or as needed.
Agenda Items
Standing agenda items for the Executive Committee members to discuss and vote upon at its status meetings include: policy changes, contract disputes, service availability and quality issues, billing issues, and minutes.
Workload Adjustments
The CD1 and CD2 CIOs may negotiate to adjust workload to address changing priorities. 

[bookmark: _Toc295829962][bookmark: _Toc295830065]Enterprise Activities 
[bookmark: _Toc295829963][bookmark: _Toc295830066]Reporting and Documentation
[bookmark: _Toc295830067]Enterprise Documentation
The CD2 upon request will provide CD1 the ability to produce, the following documentation:

· CD1 server infrastructure hardware and software inventory.
· A list of all desktop computers, mobile computing devices and other associated equipment used by CD1.
· A list of all desktop application software utilized by CD1 and its version.
· Network loading statistics for each major connection.
· Network diagrams.
[bookmark: _Ref267491054][bookmark: _Toc295830068]Remedy Reports
Provide CD1 the ability to produce reports from the incident management system.

· Type of incident reported in those service categories (e.g., password resets).
· Aging of the tickets.
· Originator of the ticket by the center/program.
· Date of opening and date of closing of the ticket.
· Number of tickets open and closed during the reporting period.
[bookmark: _Toc295829964][bookmark: _Toc295830069]Supporting Processes
[bookmark: _Toc295830070]License Management
Manage and maintain licenses purchased by CD2 for CD1 applications supported by CD2 ISB.
[bookmark: _Toc295830071]Infrastructure Modifications
CD2 will notify the CIO of CD1 of any major infrastructure or Technology changes 30 days in advance of said implementation.

[bookmark: _Toc295830072]Disaster Recovery
Provide for the recovery of critical IT services, applications, and data in the event of any business disruption as defined in the CD1/CD2 Disaster Recovery Plan.  This includes the centralized IT systems, services and/or equipment supported by CD2 for CD1.  CD2 will use best effort to assist in recovering CD1 systems after enterprise systems have been recovered.  Disaster Recovery Planning is defined in the State Administrative Manual (SAM) Section 5355.1.

[bookmark: _Ref264461588][bookmark: _Toc295829965][bookmark: _Toc295830073]Infrastructure Services, Service Level Agreements and Service Level Objectives 
[bookmark: _Toc295829966][bookmark: _Toc295830074]Service Level Objectives

System Availability:  The general availability of all systems is 98% uptime, 24 hours per day, seven days a week, except for planned system maintenance on the third Saturday of each month and emergency repairs.  The system maintenance window is from Saturday 12:01pm through Sunday 6:00 am.

Business Hours:  Normal business hours are Monday through Friday, 8:00 AM to 5:00 PM except for state holidays and mandatory furlough days.

Response Time:  For standard service requests or incidents during business hours, the Service Desk Unit (SDU) will respond to the customer is within two hours.  If the Service Desk Representative is unsuccessful in resolving an issue, the SDU Representative will coordinate with second level IT subject matter experts for resolution.

For urgent incidents that require immediate action, a Service Desk Representative will contact the customer within 15 minutes to begin the incident resolution process.  For all urgent or emergency issues, the requestor should call the SDU directly to the SDU to ensure timely communication between the customer and the service provider.  Incidents with an Urgent status are handled on a priority basis.  SDU will call second level support staff to resolve urgent incidents.  If second level staff are unavailable, SDU will escalate to the appropriate manager.  

Non-business Hours:  Non-Business hours are Monday through Friday, from 5:01 PM to 7:59 AM and all day on Saturdays, Sundays, mandatory furlough days and state holidays.  

Response Time:  Support for calls during non-business hours will be provided for emergency incidents only.  An emergency incident is one that that presents an immediate threat to the health or safety of individuals or security of the Department’s network or a major service disruption of a mission critical application.  Emergency calls during non-business hours will be responded to within two hours by the service desk representative that has cell phone duty.  If the incident is determined to be an emergency, the service desk representative will use best efforts and call down procedures to locate a specialist or manager that can respond to the incident.  IT subject matter experts are not on standby status during non-business hours.  The Service Desk Representative will escalate the incident to the California Department of (CD2) IT Management as needed.  CD2 IT Management will attempt to contact the appropriate individuals with the expertise required to respond to the declared emergency.  Any compensation for services required beyond those set forth in this agreement will be arranged for outside of this IA.  If the request is not an emergency and cannot be resolved by the service representative, it will logged as a ticket and handled the next business day on a first come, first come first served basis.  

Escalation:  If there is a disagreement between the caller and the service desk representative on whether the incident is an emergency, the caller will be advised to ask their division chief to escalate the issue to the departments CIO for determination.  The service desk representative may call the duty officer for assistance and notify management that a call may be escalated.

[bookmark: _Toc295829967][bookmark: _Toc295830075] Infrastructure Services
The Services are divided into 25 Service Categories and listed below. 

[bookmark: _Toc262459399][bookmark: _Toc295830076][bookmark: _Toc262459400]Active Directory Management and Support

Line of Business Owner:  Infrastructure Services – Server Management Unit (SMU)

Summary Responsibilities:  Active Directory services include the management, administration and support of the Microsoft Active Directory domain structure for the departments. Active directory is a Lightweight Directory Access Protocol LDAP that controls user logons and access to various servers, PCs, printers and other resources on the domain.  This service includes establishing security boundaries and contexts, managing Organizational Units, maintaining AD security policies, setting group and user permissions, and providing controlled access to files, applications and databases.    

Activity Responsibilities:   The following activities are included in this service:

1. Provide secure authentication, authorization and access control to department resources such as files, folders, servers, PCs, printers, applications and databases by registered user or group 
2. Provide user logon ids and security permissions by user, group or resource 
3. Provide secure Kerberos-based authentication 
4. Provide WINS, DHCPS and DNS services for identifying and accessing resources on the domain 
5. Provide active directory services within internet, extranet and internet zones
6. Set security policies within active directory to comply with State and Department policies
7. Synchronize directory among all AD servers and sites
8. Troubleshoot and repair Active Directory issues
9. Monitor Active Directory replication to established sites 
10. Provide backup and disaster recovery of AD, WINS, DNS and DHCP servers
11. [bookmark: _Toc262459401]Extension of AD to remote sites such as to FDC or OTECH. 

[bookmark: _Toc295830077]Blackberry Server Management and Support

[bookmark: _Toc262459402]Line of Business Owner:  Infrastructure Services – Enterprise Messaging Unit (EMU)

Summary Responsibilities:  The BlackBerry Server service includes the management, administration and support of the BlackBerry servers (BES) and applications that provide BlackBerry connectivity to Exchange Messaging Services.  EMU provides limited support for individual BlackBerry devices including the initial setup and connection to the BlackBerry servers.  This service does not include individual BlackBerry service costs, user support, or device support that is not related to the BES server.  BlackBerry issues and user support will be performed by the program LAN administrator who will deal directly with RIMM on non-server issues.  

Activity Responsibilities:   The following activities are included in this service:
 
1. Provide BlackBerry Enterprise Server (BES) support 
2. Add, delete and modify Black berry accounts on the BES server 
3. Configure BES server to comply with policies and standards 
4. Troubleshoot problems between BlackBerry devices and the BlackBerry servers 
5. Provide backups and disaster recovery support for BES servers 
6. Respond to questions from LAN admins but not directly from users
[bookmark: _Toc267658394][bookmark: _Toc267658395][bookmark: _Toc295830078][bookmark: _Toc262459403]Business Intelligence Management and Support 

Line of Business Owner:  Infrastructure Services – Database Administration Unit

Summary Responsibilities:
This Business Intelligence function provides access to data and reporting capabilities that help business programs make better business decisions.  Business Intelligence applications allow users to perform decision support, query and reporting, online analytical processing (OLAP), statistical analysis, forecasting, and data mining.  The DBAU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise Business Objects application.   

Activity Responsibilities: The following activities are included in this service:

1. Provide Business Objects (BO) universe (Logical data layer) hosting and administration including security, access, monitoring, tuning, backup and recovery 
2. Perform BO software procurement, installation, configuration, upgrade, maintenance and migration 
3. Troubleshooting and repair of BO systems and universes 
4. Implementation of service packs and security patches 
5. Perform universe and report reviews 
6. Provide universe connectivity to applications 
7. Administer report scheduling and report migration 
8. Provide BO training for developers and ad hoc users (one class per month) 
9. One time setup of universe (up to 40 hours)

[bookmark: _Toc295830079][bookmark: _Toc262459404]Internet Content Filtering Management and Support

Line of Business Owner:  Infrastructure Services – Enterprise Security Architecture Management Section - ESAM

Summary Responsibilities:
The Internet Content Filter support comprises planning, analysis, design, development, testing, quality assurance, configuration, installation, implementation, integration, maintenance and management of the Department’s Websense Web Filtering solution.  Websense prevents employees from accessing websites that contain malicious software, inappropriate content, or is not compliant with policy.  This service incorporates logging of common types of Internet access for monitoring and reporting purposes and prevents overloading of Network circuits.  

Activity Responsibilities:  The following activities are included in this service:

1. Install, configure, deploy and support web content filtering hardware and software 
2. Create and maintain filtering lists to block inappropriate website categories or specific websites 
3. Create and maintain approved exceptions to website blocking 
4. Monitor summary reports for inappropriate activity 
5. Provide individual activity reports upon request of Audits and Investigations or a Section Chief and above for legitimate business purposes


[bookmark: _Toc295830080]DB2 Database Management and Support 

Line of Business Owner:  Infrastructure Services – Database Administration Unit

Summary Responsibilities:  The DB2 database service includes the management, administration and support of database servers and databases to ensure proper interoperability and the highest level of database availability, performance, security and integrity of data.  The DBAU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise DB2 databases it supports. 

Activity Responsibilities:  The following activities are included in this service:  

1. Provide DB2 database hosting and administration including security, access, monitoring, performance tuning, backup and recovery 
2. Perform DB2 and utility product software procurement, installation, configuration, upgrade, maintenance and migration 
3. Troubleshooting and repair of DB2 databases 
4. Testing of service packs and security patches 
5. Perform Database and SQL reviews 
6. Provide DB2 connectivity to applications 
7. Administer database and object migrations 
8. One time setup of universe (up to 80 hours)

[bookmark: _Toc295830081]Direct Desktop Management and Support

Line of Business Owner:  Infrastructure Services – Client Technology Unit (CTU)

Summary Responsibilities:  Direct Desktop services include the management and installation of PC hardware and software, configuration, deployment, troubleshooting and repair of PCs and peripherals, proper disposal of equipment, and administration of network accounts, security permissions and file folder access.  CTU will prepare procurement documents for programs, but programs must pay for specific hardware and software needed including replacement and warranty costs.  CTU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the desktops it directly supports including mobile computing devices.  

Activity Responsibilities: The following activities are included in this service: 

1. Install PC hardware and software 
2. Develop and recommend client hardware and software standards 
3. Prepare procurement requests for program hardware and software purchases 
4. Configure and deploy PCs and computer peripherals such as printers  
5. Develop Tier I OS and software images for PCs 
6. Troubleshoot and repair PCs and computer peripherals such as printers 
7. Upgrade hardware and software on desktops and laptops 
8. Administer user accounts, security permissions and folder access  
9. Analyze program requirements and recommend specific equipment that needs to be purchased 
10. Properly dispose of retired equipment 
11. Provide direct support for mobile computing devices 


For CD1, the Direct Desktop Management and Support services described above are only provided to the following business programs. Management and support for additional C1H programs requires amendments to this agreement or separate agreement(s).

1. Director’s Office
2. Department of Emergency Preparedness 
3. Information Tech Services Division	
4. Office of Legislative Governmental Affairs	
5. Office of Civil Rights
6. Office of Legal Services
7. Office of Something
8. Office of Public Affairs
9. Office of Something else
10. Human Resources Branch

[bookmark: _Toc295830082]Email Messaging Management and Support

 Line of Business Owner:  Infrastructure Services – Enterprise Messaging Unit (EMU)

Summary Responsibilities:  The Email Messaging Service includes the management, administration and support of the Microsoft Exchange and Outlook email systems.  These systems allow users to send and receive email, develop contact lists, create and track meetings through calendaring, track assignments through task lists and maintain email files in folders by subject.  It also provides user support and remote access to messaging services through Outlook web access.  EMU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise messaging systems.  

Activity Responsibilities:  The following activities are included in this service:

1. Add, delete or modify individual email and Active Directory accounts 
2. Provide second level Outlook user support 
3. Support, maintain and troubleshoot enterprise messaging systems and  applications including; Exchange, Windows Server and Outlook Web Access  
4. Provide email accounts that include inbox, calendaring, contacts and tasks lists 
5. Allocate up to 100 Megabytes (MB) of storage for non-Managers and up to 300 MB for Managers 
6. Maintain department Global Address List (GAL) distribution lists, electronic conference rooms and public folders 
7. Provide email antivirus system to protect the email enterprise messaging system, databases and individual email accounts 
8. Provide email encryption service, customer support and training
9. Provide email spam filtering customer support and training 
10. Provide system backup and restore services for disaster recovery in the event of a catastrophic system-wide email system and / or database failure.
11. Restore one mailbox per person per year for current email data that is live within the production environment.  Restore five mailboxes per month for a user’s mailbox data from a backup tape.
12. Restore five mailboxes per month for a user’s mailbox data from a backup tape.

[bookmark: _Toc295830083]Infrastructure Architecture Management and Support

Line of Business Owner:  Infrastructure Services – Enterprise Security Architecture Management Section - ESAM

Summary Responsibilities: The infrastructure architecture service consists of the assessment, analysis, design, and implementation of the processes and documentation that allows for the alignment of infrastructure technologies with business needs.  It includes facilitating, creating and maintaining Infrastructure Principles, Policies, Standards and Guidelines by working with business units and IT subject matter experts.  It also includes documenting the Business Reference Model, Service Reference Model, Data Reference Model, and Technical Reference Model.

Activity Responsibilities:   The following activities are included in this service:

1. Creates and maintains the Infrastructure Architecture Reference Models
2. Liaison between Agency and OCIO on CD2 Infrastructure Projects
3. Standards development and documentation
4. Oversee standards compliance issues including exception review and approval process
5. Analysis and planning for infrastructure integration issues
6. Design planning consultation and review of infrastructure design documents
7. Develop strategic recommendations to CD2 IT management
8. Liaison to compliance groups including Information Security Office and Health Insurance Portability and Accountability Act
9. Represent Department in external standards committees such as sponsored by state Chief Information Officer’s office

[bookmark: _Toc262459405][bookmark: _Toc295830084]Enterprise Desktop Management and Support

Line of Business Owner:  Infrastructure Services – Client Technology Unit (CTU)

Summary Responsibilities:  Enterprise Desktop Services include the management, administration and support of antivirus, hard drive encryption and patching systems that protect and update all PCs in the department.  These systems include Symantec Antivirus, Microsoft SMS and PC Guardian encryption applications.  CTU analyzes designs, tests, and implements, standardizes and administers these technologies for all PCs in the department.  CTU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise desktop management systems.

Activity Responsibilities:   The following activities are included in this service:
:  
1. Provide antivirus, encryption and patching protection for all PCs in the department
2. Provide limited training to LAN Admins on SMS, SAV/SEP and encryption tools
3. Build and provide access to tier 1 standard image
4. Develop standards (desktop, laptop, monitor, printer, software) for departments
5. Provide IT research and training facilities including computer hardware and tier 1 software
6. Notify LAN Admins of PCs that are unencrypted, are missing scan machines, have below-standard versions or unapproved software
7. Pool and unpool PCs - refers to the process of pool PCs (PCs that are common to a number of users, e.g., labs etc.) where encryption is common to the machine

[bookmark: _Toc262459406][bookmark: _Toc295830085][bookmark: _Toc267658402][bookmark: _Toc267580727][bookmark: _Toc267580875][bookmark: _Toc267658404][bookmark: _Toc262459408][bookmark: _Toc262459409]E-FAX Management and Support

Line of Business Owner:  Infrastructure Services– Enterprise Messaging Unit (EMU)

Summary Responsibilities:  The E-Fax service includes the management, administration and support of the RightFax application, servers and user support.  It includes the cost of the telecommunications lines and phone numbers allocated to each fax line.  This service allows programs to receive inbound faxes directly to specific users or mailboxes without the need for traditional Fax machines, thereby enhancing productivity, speed and security of Faxed documents.  EMU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise RightFax application and servers.

Activity Responsibilities:  The following activities are included in this service:

1. Support, maintain, patch, upgrade and troubleshoot RightFax application and servers
2. Add, remove and manage FAX accounts
3. Provide dedicated fax phone number to receive inbound faxes
4. Provide Right Fax client support
5. Set up one fax cover page per program

[bookmark: _Toc267658407][bookmark: _Toc267658408][bookmark: _Toc262459410][bookmark: _Toc295830086]LISTSERV Distribution List Management and Support 

Line of Business Owner:  Infrastructure Services – Enterprise Messaging Unit (EMU)

Summary Responsibilities:  The LISTSERV Distribution List Service includes the management, administration and support of the LISTSERV application and server.  This application allows programs to establish distribution lists with outside entities and produce large mass mailing lists for the distribution of emails.  It also provides for delegated list management for the membership of each list.  EMU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise LISTSERV application and servers.

Activity Responsibilities:   The following activities are included in this service:  

1. Support, maintain, patch, upgrade and troubleshoot the LISTSERV system
2. Administer the application by adding or deleting users or lists
3. Set up security permissions and access
4. Provide users the ability to create and manage mass emailing lists that contain external email addresses
5. Train new users

[bookmark: _Toc267658410][bookmark: _Toc267658411][bookmark: _Toc262459411][bookmark: _Toc295830087][bookmark: _Toc262459412]Network Infrastructure Management and Support 

Line of Business Owner:  Infrastructure Services – Network Infrastructure Unit (NIU)

Summary Responsibilities:  Network infrastructure services include the management administration and support of the department’s internal local area networks (LAN).  NIU also coordinates with external network providers for wide area network (WAN) connectivity to the internet, CSGNet, CGEN, and field offices.  Network services include provisioning and managing circuits wiring, cabling, switches, routers firewalls and other network devices.  NIU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise network.  

Activity Responsibilities:   The following activities are included in this service:
 
1. Assess and identify connectivity needs to all offices
2. Complete service requests with OTech and other providers to add delete or modify WAN circuits
3. Monitor, troubleshoot and repair network connectivity
4. Establish and maintain secure DMZ zones such as the intranet, extranet
5. Add, delete and modify firewall rules to secure department network boundaries
6. Open and close switch ports and interfaces as needed for LAN access
7. Install and repair emergency LAN cabling for offices and data center
8. Configure router tables for secure routing of department traffic
9. Administer Systems Network Architecture (SNA) gateways
10. Manage network protocols
11. Support Storage Area Network (SAN) fabric
12. Assess test and standardize network technologies
13. Provide bandwidth and port utilization reports
14. Oversee the installation of network circuits, routers, patch panels and cabling systems.
15. Install, configure, deploy, monitor and support switches, firewalls and other data communication and security devices.
16. Deploy security patches, hot fixes and Internetwork Operating System upgrades to network equipment as deemed necessary.
17. Ensure all network equipment meets CD2 IT standards and security requirements.  
18. Provide limited network architecture reports and diagrams as requested for a valid reason.  
19. Process and coordinate all OTech Service Requests for CD1 as appropriate
 
[bookmark: _Toc295830088]Physical Server Management and Support

Line of Business Owner:  Infrastructure Services – Server Management Unit (SMU)

Summary Responsibilities:  The Physical Server Service provides management, administration and support for standardized physical servers.  This service includes physical servers, set up and installation, OS, patching, antivirus, backups and troubleshooting and repairs.  It does not include support for applications or software layers above tier I.  SMU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the servers it supports.

Activity Responsibilities:   The following activities are included in this service:
 
1. Procure and provision standard server hardware
2. Rack and stack servers in server rack
3. Provide one IP address and configure a single 1Gb network connection
4. Install and configure Tier 1 software needed for the operating system, antivirus, patching and monitoring
5. Administer, patch and upgrade server operating system and Tier 1 software
6. Administer user accounts, groups and access controls
7. Provide security permissions and access to data, files and folders
8. Create and maintain server file systems and folders
9. Delegate customer user administration
10. Distribute anti-virus software and definition files as needed daily and weekly
11. Monitor server up or down state daily 
12. Troubleshooting and repair server and operating system issues
13. Restore server in the event of a server loss
14. Refresh the hardware equipment on a four-year cycle
15. Clean server of all residual data and properly dispose of old hardware

[bookmark: _Toc267580734][bookmark: _Toc267580882][bookmark: _Toc262459413][bookmark: _Toc295830089][bookmark: _Toc262459414]Remedy System Management and Support 

Line of Business Owner:  Infrastructure Services – Wintel Application Support Unit

Summary Responsibilities:  Remedy System Management and Support services consists of the planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise Remedy IT Service Management (ITSM) suite including the Incident Management and Service Level Agreement modules.

Activity Responsibilities:   The following activities are included in this service:   

1. Perform Remedy software procurement, installation, configuration, and maintenance 
2. Implement service packs and security patches 
3. Monitor Remedy database server, network connectivity and user connectivity 
4. Create and Maintain Remedy user account information 
5. Provide technical support for Remedy system agents and users 
6. Establish Service Level Agreements and Operational Level Agreements 
7. Provide and maintain data repository for Departmental IT Service Management records 
8. Implement system changes to the Remedy ITSM 
9. Troubleshoot and resolve system issues 
10. Procure annual Remedy maintenance service contract 
11. Assist with development of reports for service desk statistics 

[bookmark: _Toc262459415][bookmark: _Toc295830090][bookmark: _Toc262459416]Secure File Transfer Management and Support 

Line of Business Owner:  Infrastructure Services - Web Services Unit (WSU)

Summary Responsibilities: The Secure File Transfer service allows users to send and receive data files from and to external organizations in a secure encrypted manner.  WSU creates, maintains and supports Secure FTP Sites that allow programs to deposit and retrieve datasets or files on their specific site while controlling access to specific users.  WSU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise SFTP system.  

Activity Responsibilities:  The following activities are included in this service:  

1. Provide consultation,  assessment, cost, analysis, design, test, implementation, and maintenance services for a secure FTP Site 
2. Provide file transfer and secure file transfer services allowing programs to transfer files between systems, databases and external entities  
3. Provide setup and maintenance of site/instance for five users accounts per site  
4. Troubleshoot internal customer SFTP issues 
5. Provide storage space – 1GB temporary storage per site
6. Purge left over files once every thirty days
7. Provide transfer reports once per month

[bookmark: _Toc295830091]Security Investigations and Forensics

Line of Business Owner:  Infrastructure Services – Enterprise Security Architecture Management Section - ESAM

Summary Responsibilities:
The Security Investigations and Forensics support comprises investigation of suspected security incidents such as computer theft, data breach, security policy violations, misuse of state resources, or other security threats that risk loss of data or state resources.  

Activity Responsibilities:   The following activities are included in this service:

1. Data gathering from multiple sources including system logs, email, Internet content filter, and computer forensics 
2. Technical resource to departmental staff for professional level forensic analysis and court-ready forensic reports 
3. Install, configure, and upgrade professional grade forensic hardware and software 

[bookmark: _Toc295830092]Secure Remote Access Management and Support

Line of Business Owner:  Infrastructure Services – Server Management Unit (SMU)

Summary Responsibilities:  The Secure Remote Access service includes the management, administration and support of the Citrix application and server farm to support up to 300 concurrent users.  Citrix allows registered users to securely access their email, files, and published applications from remote locations or from home.  Programs are responsible for the purchase of MS Office product licenses and other applications accessed by remote users via Citrix. CD2 is not responsible for supporting or troubleshooting non-CD2 networks such as commercial ISP or Home networks that connect the remote user to CD2 networks. SMU performs planning, analysis, design, testing, configuration, installation, implementation, integration, maintenance, and management of the enterprise Citrix Remote Access system.  

Activity Responsibilities:   The following activities are included in this service:

1. Provide Secure Remote Access to home drives, email and published Citrix applications for internal users. 
2. Support maintain and repair secure remote access systems 
3. Test and repair internal network connectivity for remote access systems 
4. Provide secure authentication and authorization through Active Directory
[bookmark: _Toc295830093][bookmark: _Toc262459417]Security Threat Detection and Response Support 

Line of Business Owner:  Infrastructure Services – Enterprise Security Architecture Management Section - ESAM

Summary Responsibilities:
The Security Threat Detection and Response service consists of planning, analysis, design, development, testing, quality assurance, configuration, installation, implementation, integration, maintenance and management of the Department’s security threat detection and prevention technology.  This includes monitoring network and system activity for malicious or unwanted behavior, rapidly respond to investigate and block inappropriate activity, review vendor security alerts and recommend appropriate action, and implement system changes that protect IT systems.  

Activity Responsibilities:   The following activities are included in this service: 

1. Install, configure, deploy and support network based intrusion detection appliances and software 
2. Install, configure, deploy and support server based intrusion detection software 
3. Install, configure, deploy and support Windows event log monitoring and reporting software 
4. Install, configure, deploy and support event correlation and reporting appliances 
5. Configure and manage external 24x7 event monitoring service 
6. Configure and monitor customized real-time vulnerability alerting service 
7. Daily monitoring of multiple threat and vulnerability alerting services, including intrusions, denial of service, inappropriate activity, malware, and emerging vulnerabilities 
8. Rapid response to threats, including expert assessment, remediation, tracking, and management reporting 
9. Determine required system changes to protect IT systems from security threats, including vulnerability assessments, patch deployment, version upgrades, and design changes

[bookmark: _Toc295830094][bookmark: _Toc262459418]Service Desk Management and Support

Line of Business Owner: Infrastructure Services - Service Desk Unit (SDU)

Summary of Responsibilities: The Service Desk provides Incident Management services and support for all users.  This service includes a single point of contact to assist employees with IT service incidents, requests and information.  This service is provided through telephone calls, emails, and Remedy system tickets. 

Activity Responsibilities: The following activities are included in this service:

1. Document, track, and manage every customer’s reported incident from initial contact to resolution 
2. Work with users to troubleshoot and resolve level one computer incidents including Microsoft Office Suite Issues, operating system problems, printer failures and user password resets 
3. Escalate and route complex incidents that cannot be resolves by telephone or remote access to subject matter experts 
4. Monitor and manage incidents to ensure timely resolutions to reported incidents
5. Process user account requests including network accounts, email accounts, mainframe accounts, and remote access accounts 
6. Communicate to all employees including; reminders of scheduled IT maintenance, IT service interruption, IT emergency alerts, and instructions from ITSD during major incidents 

[bookmark: _Toc295830095][bookmark: _Toc262459419]Share Point Web Site Collaboration Management and Support 

Line of Business Owner:  Infrastructure Services - Web Services Unit (WSU)

Summary Responsibilities:
The SharePoint Collaboration service allows users and programs to set up discrete collaboration websites to share information with selected groups or individuals.  This service allows the sharing of documents and files across multiple program areas while providing secure delegated access control to individual programs.  The Web Services Unit (WSU) manages, administers and maintains the Microsoft SharePoint application in the Internet, Intranet and Extranet collaboration sites.  SharePoint management and support includes physical and logical design, user training, and implementation maintenance of the web infrastructure that enables the customers to facilitate SharePoint collaboration sites.  Business programs are responsible for maintaining the content structure and accuracy of their SharePoint web site.  

Activity Responsibilities:  The following activities are included in this service:

1. Setup, design and implementation of individual SharePoint collaboration sites for up to 8 hours of staff time 
2. Install, configure, test, patch, monitor, audit, recover, and maintain SharePoint web presentation servers 
3. Provide delegated SharePoint site management to program administrators via web based interfaces that allows programs to administer their own web sites 
4. Provide up to 5 administrator accounts and training 
5. Develop SharePoint collaboration training curriculum and conduct scheduled training sessions related to standards applied to the web hosting environment for site collection administrators 
6. Troubleshoot and repair the SharePoint application 

[bookmark: _Toc267580742][bookmark: _Toc267580889][bookmark: _Toc267580743][bookmark: _Toc267580890][bookmark: _Toc295830096][bookmark: _Toc262459420]SQL Database Management and Support 

Line of Business Owner:  Infrastructure Services – Database Administration Unit (DBAU)

Summary Responsibilities: 
The Microsoft SQL database service includes the management, administration and support of database servers and databases to ensure proper interoperability and the highest level of database availability, performance, security and integrity of data.  The DBAU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise SQL databases it supports.  

Activity Responsibilities:   The following activities are included in this service: 

1. Review database architecture 
2. Manage database backups and recovery 
3. Perform one code review per quarter per production system (not instance) 
4. Monitor database jobs, schedules and logs 
5. Perform database capacity planning 
6. Provide contract and licensing inventory information for SQL software 
7. Deploy database schema objects changes in test and production environments  
8. Create and maintain user database permissions and security  
9. Perform SQL Server security patches and service pack upgrades 
10. Maintain SQL database server configuration Settings 
11. Perform basic SQL issue resolution limited to job failures, disk space, login connectivity, and permissions 
12. Produce weekly single report for database server health (ex. Disk statistics, table growth, database statistics)  
13. Perform database installation, configuration, upgrade, and maintenance 
14. Administer database servers and user connections to databases 
15. Assist in system analysis, planning, design, integration, test and implementation and trouble shooting for existing database applications 
16. Provide database monitoring and reporting services such as Idera. 
17. One-time setup of database universe (up to 40 hours)

[bookmark: _Toc295830097]Storage 1 Management and Support 

Line of Business Owner:  Infrastructure Services – Server Management Unit (SMU)

Summary Responsibilities:  The Storage I service includes the management and support of data stored on servers or SANs supported by SMU.  The services include SAN disks and SAN fabric, connectivity from server to SAN storage, system and capacity monitoring, data backups and disaster recovery.  SMU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise Storage it supports.  

Activity Responsibilities:   The following activities are included in this service:   

1. Store data to disks using RAID technology to minimize data loss 
2. Provide redundant SAN fabric and high-speed SAN storage for scalability and flexibility 
3. Backup data to tape on for each regular business day 
4. Provide secure offsite storage of backup tapes weekly 
5. Restore data and files backup tapes for Disaster Recovery purposes only for lost data or loss of systems 
6. Troubleshoot and repair SAN issues 
7. Notify customer of any storage capacity issues identified 
8. Refresh storage area network on a four year cycle 
9. Properly wipe all data form storage devices and properly dispose of surplus equipment

[bookmark: _Toc295830098]Storage II Management and Support 

Line of Business Owner:  Infrastructure Services – Server Management Unit (SMU)

Summary Responsibilities:  The Storage II service provides data storage and backup in a completely redundant storage area network (SAN).  This service is provided through two SAN environments with daily data replication between the SANs.  If one SAN is damaged the second SAN has a complete copy of the original data and can be restored to service very quickly with minimal loss of data or downtime.  In the event of a total loss of one SAN, recovery can be made in hours as opposed to days. When this redundant storage is used in conjunction with clustered virtual servers, higher server availability and less downtime can be achieved.  SMU performs planning, analysis, design, testing, quality assurance, configuration, installation, implementation, integration, maintenance, and management of the enterprise Storage it supports.  


Activity Responsibilities:   The following activities are provided in this service:  

1. Store data to disks using RAID technology to minimize data loss 
2. Provide redundant SAN fabric and high-speed SAN storage for scalability and flexibility 
3. Backup data to tape on for each regular business day 
4. Provide secure offsite storage of backup tapes weekly 
5. Restore data and files backup tapes for Disaster Recovery purposes only – the number of tapes restored each year will be limited to approximately 5 tapes per terabyte of storage 
6. Troubleshoot and repair SAN issues 
7. Notify customer of any storage capacity issues identified 
8. Refresh storage area network on a four year cycle 
9. Properly wipe all data form storage devices and properly dispose of surplus equipment
10. Replicate data on primary SAN to a second SAN
11. Failover virtual servers to secondary SAN in the event of catastrophic primary SAN failure

[bookmark: _Toc267658422][bookmark: _Toc262459421][bookmark: _Toc295830099]Virtual Server Management and Support

Line of Business Owner:  Infrastructure Services – Server Management Unit (SMU)

Summary Responsibilities:  The Virtual Server service includes the provisioning of virtual servers and the management, administration and support of the physical servers and environment that support virtual servers.  This service includes physical servers, VMware software, Microsoft operating system, backups, upgrades, patching, and antivirus support.  Programs may have full administrative rights on the virtual server.  

Activity Responsibilities:   The following activities are provided in this service:

1. Procure and provision VMware host server hardware and Tier 1 software.
2. Rack and stack host servers in server rack
3. Provision 1 virtual server containing one virtual CPU, 1GB of RAM and 40 GBs of local disk storage on c:drive only
4. Provide one IP address and a shared network connection 
5. Install and configure Tier 1 software needed for the operating system, antivirus, patching and monitoring 
6. Administer, patch and upgrade server operating system, VMware and Tier 1 software 
7. Administer user accounts, groups and access controls
8. Provide security permissions and access to data, files and folders 
9. Create and maintain server file systems and folders 
10. Delegate customer user administration 
11. Distribute anti-virus software and definition files as needed daily and weekly 
12. Monitor server up or down state daily 
13. Troubleshooting and repair server and operating system issues 
14. Restore server in the event of a server loss
15. Refresh the hardware equipment on a four-year cycle 
16. Clean server of all residual data and properly dispose of old hardware

[bookmark: _Toc262459422][bookmark: _Toc295830100]WEB Application Management and Support

Line of Business Owner:  Infrastructure Services - Web Services Unit (WSU)

Summary Responsibilities:  The Web Application service consists of the provisioning, management, administration and support of Internet Information Services (IIS) websites for specific applications requiring web services in the intranet, extranet and internet zones.  The service includes the analysis design, implementation, testing and maintenance of the web application infrastructure.  

Activity Responsibilities:   The following activities are provided in this service:

1. Provide consultation, feasibility assessment, cost, analysis, test, implementation and maintenance services for web infrastructure for web applications and COTS servers 
2. Provide infrastructure and architecture planning for the enterprise hosting environment 
3. Install, configure, test, monitor, audit, recover, and maintain web presentation and application servers as well as post operating system security patch testing 
4. Install test and production web application servers and administer product configuration 
5. Manage account administration via web-based interfaces that allows programs to administer their web application users as needed 
6. Enable users to manage their own passwords and account information 
7. Provide certificate authority for secure communications utilizing Verisign managed public key infrastructure services 
8. Provide domain name registration and multiple domain hosting 
9. Provide available basic site visit statistics using WebTrends Analysis tool 
10. Manage change and release management processes by facilitating and participating in application and infrastructure change management processes 
11. Assist with migration and upgrade consultation 
12. Assist with systems integration design and operational services
13. Application development hosting services specific to applications infrastructure including source code control and versioning, .NET framework hosting with comprehensive environment, performance baseline, and standards compliance reviews
14. Develop documentation for standards and configuration associated with server configuration, web site configuration, web application configuration, performance, security, third party component, and systems administration operations


[bookmark: _Toc295829968][bookmark: _Toc295830101]Usage
[bookmark: _Toc262645287][bookmark: _Toc295829969][bookmark: _Toc295830102]Purpose
Actual usage for each service category will be used to allocate workload costs for IT services provided by CD2 to both departments.
[bookmark: _Toc295829970][bookmark: _Toc295830103]Usage

Both departments will agree on the usage for each unit of service, the data source for each unit of service and the process for capturing the usage.  Usage will be provided by CD2 to CD1 twice annually.  This data is to include the necessary information for CD1 to verify usage levels.  The usage for each service category will be updated annually for the purpose of allocating costs to both departments.  The agreed upon usage for the current FY is listed in Exhibit B.

[bookmark: _Toc262645290][bookmark: _Toc295829971][bookmark: _Toc295830104]Expenditure Amount
For the services provided in this IA CD2 will annually provide to CD1 an ISB budget, developed by the CD2 Budget office.

[bookmark: _Toc295829972][bookmark: _Toc295830105]Allocation
Costs based on the budget are categorized by the service category they support and those costs are allocated to each department based on Usage.   The sum of the department’s share of each service category will determine the department’s share of the ISB budget.  The departments’ share of the ISB budget is updated annually and is listed in Exhibit B. 


[bookmark: _Toc295829973][bookmark: _Toc295830106]New Work 
[bookmark: _Toc295829974][bookmark: _Toc295830107]Purpose
This section identifies the process to be used for new work.  The process will consist of the following:

· One-time costs associated with new work (e.g., projects) are not included in this IA.  Reimbursement to CD2 for these costs will require a separate IA.  The separate IA can take the place of an MOU or the MOU can be used as a reference in that IA. 
· The annual amendment process for this IA which includes the update of the budget and the usage will capture the increases caused by the new work or the decreases caused by reductions in work.
· Any ongoing incremental staffing impact caused by new work will be met by an IA between the departments which will allow CD1 staff to work for CD2 ITSD.  CD1 must complete the appropriate approval processes before the IA can be finalized.


[bookmark: _Ref264458680][bookmark: _Toc295829975][bookmark: _Toc295830108]ATTACHMENT 2 - Definition of Key Terms 

1. Allocation – is the process of apportioning costs based on where they were incurred or how they are to be distributed.  

Description
In the context of the IA allocation is that process whereby the budget is allocated to the individual service categories (e.g., Blackberry Device Support, Active Directory, etc.) 


2. Unit of Service (Metric) - a standard for measuring or evaluating something; basis for assessment.[footnoteRef:1]  [1:  YourDictionary.com] 


Description
In the context of the IA the Unit of Service is used to capture the usage for each service category.

The table below lists a subset of the service categories and their associated Unit of Service.  Also listed is the source from which the metrics are derived. 

	
Service Name
	Unit of Service (Metric)
	Source

	
Blackberry Device Support
Blackberry Server Support
	
Blackberry accounts
	Exchange BES Server Database

	Active Directory
Content Filtering Enterprise Desktop Supt
Enterprise Architecture Forensic Investigations
Network Infrastructure Remedy Support
Security Threat Detection
Service Desk
	User Accounts 

	Intranet Active Directory (AD)

	

Direct Desktop Support
	

# of PC’s
	
Intranet SMS Database

	

Remote Access
	
# of remote users
	Intranet AD Citrix Group Membership

	


Exchange Email
	


Email accounts
	Intranet AD Exchange Mailbox Accounts





3. [bookmark: _Ref264447886]Service Level Agreement - A Service Level Agreement (SLA) is a part of a service contract where the level of service is formally defined.[footnoteRef:2]  [2:  Wikipedia, the free encyclopedia] 


Description
A service level agreement (SLA) is a negotiated agreement between two parties where one is the customer and the other is the service provider.  This IA constitutes a Service Level Agreement. This can be a legally binding formal or informal "contract" (see internal department relationships).  The SLA records a common understanding about services, priorities, responsibilities, guarantees, and warranties. Each area of service scope should have the "level of service" defined. The SLA may specify the levels of availability, serviceability, performance, operation, or other attributes of the service, such as billing.  The "level of service" can also be specified as "target" and "minimum," which allows customers to be informed what to expect (the minimum), whilst providing a measurable (average) target value that shows the level of organization performance. In some contracts, penalties may be agreed upon in the case of non-compliance of the SLA (but see "internal" customers below).  It is important to note that the "agreement" relates to the services the customer receives, and not how the service provider delivers that service.  SLAs commonly include segments to address: a definition of services, performance measurement, problem management, customer duties, warranties, disaster recovery, and termination of agreement. 

4. Service level objective -  Service Level Objective (SLO)s are agreed upon as a means of measuring the performance of the Service Provider and are outlined as a way of avoiding disputes between the two parties based on misunderstanding.2 
 
Description
There is often confusion in the use of SLA and SLO. The SLA is the entire agreement that specifies what service is to be provided, how it is supported, times, locations, costs, performance, and responsibilities of the parties involved. This IA constitutes a Service Level Agreement.  SLOs are specific measurable characteristics of the SLA such as availability, throughput, frequency, response time, or quality.

5. Usage - a count of the number of units of service for each service category.

Description
In the context of the IA, the usage is the total number of items counted for each unit of service category.

The table below lists some of the service categories and associated usage.  Also listed is the source from which the usage is provided.
	
Service Name
	Unit of Service (Metric)
	Source
	
DH2 Usage
	
CD1
 Usage


	
Blackberry Device Support
Blackberry Server Support
	
Blackberry  accounts
	Exchange BES Server Database
	


	



	Active Directory
Content Filtering Enterprise Desktop Supt
Enterprise Architecture Forensic Investigations
Network Infrastructure Remedy Support
Security Threat Detection
Service Desk
	User Accounts 

	Intranet Active Directory (AD)
	




	

	

Direct Desktop Support
	

# of PC’s
	
Intranet SMS Database
	


	



	

Remote Access
	
# of remote users
	Intranet AD Citrix Group Membership
	


	



	


Exchange Email
	


Email accounts
	Intranet AD Exchange Mailbox Accounts
	



	





California Department of
California Department of 


California Department of
California Department of
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[bookmark: _Toc295829976][bookmark: _Toc295830109]ATTACHMENT 3 – COST SHEET/Current year Usage and Departments’ Share of ISB Budget
NOTE: Exhibit B represents the method by which each department’s share of a CD2 ISB budget allotment is calculated when budgeting for this IA. However, the 2010 Governor’s Budget was already established at the time this IA was signed and it included the prior year amount of $ millions (See Section 1.1.7 Payment and Billing).  However the department’s share of cost is used to determine each department’s share of actual expenditures. 
	[bookmark: _Toc262645322] Service Name
	Total Usage
	Units of Service
	CD2 ISB Budget
	CD2 Usage
	CD2  Share of Usage
	CD2 Cost
	CD1 Usage
	CD1 Share of Usage
	CD1 Cost

	Active Directory
	
	AD Users
	
	
	%
	
	
	%
	

	BlackBerry Support
	
	BlackBerry Accounts
	
	
	%
	
	
	%
	

	Business Intelligence
	
	Reports and Universes
	
	
	%
	
	
	%
	

	Content Filtering
	
	AD Users
	
	
	%
	
	
	%
	

	DB2 Support
	
	Database
	
	
	%
	
	
	%
	

	Direct Desktop Support
	
	PCs Supported
	
	
	%
	
	
	%
	

	Enterprise Desktop Support
	
	AD Users
	
	
	%
	
	
	%
	

	Infrastructure Architecture
	
	AD Users
	
	
	%
	
	
	%
	

	Exchange Email
	
	Email Accounts
	
	
	%
	
	
	%
	

	e-FAX
	
	Fax Accounts
	
	
	%
	
	
	%
	

	Forensic Investigations
	
	AD Users
	
	
	%
	
	
	%
	

	List Sever Distribution Lists
	
	Distribution Lists
	
	
	%
	
	
	%
	

	MF Production Support
	
	MF Systems
	
	
	%
	
	
	%
	

	Network Infrastructure
	
	AD Users
	
	
	%
	
	
	%
	

	Physical Server Mgt & Sppt
	
	Physical Servers
	
	
	%
	
	
	%
	

	Remedy Support
	
	AD Users
	
	
	%
	
	
	%
	

	Remote Access
	
	Citrix Accounts
	
	
	%
	
	
	%
	

	Secure File Transfer
	
	Sites
	
	
	%
	
	
	%
	

	Security Threat Detection
	
	AD Users
	
	
	%
	
	
	%
	

	Service Desk
	
	AD Users
	
	
	%
	
	
	%
	

	SharePoint Collaboration
	
	Collaboration Web Sites
	
	
	%
	
	
	%
	

	SQL Database
	
	Databases
	
	
	%
	
	
	%
	

	Storage I
	
	Gigabytes
	
	
	%
	
	
	%
	

	Storage II
	
	Gigabytes
	
	
	 
	
	
	 
	

	Virtual Server
	
	Virtual Servers
	
	
	%
	
	
	%
	

	Web Application Hosting
	
	Applications
	
	
	%
	
	
	%
	

	   Totals
	
	
	 $,000 
	
	
	$000
	
	
	$000

	Departments' Share of Cost
	
	
	
	
	
	%
	
	
	%



[bookmark: _Toc295829977][bookmark: _Toc295830110]ATTACHMENT 4 - HIPPA Business Associates Addendum

I.	Recitals

A. This Contract (Agreement) has been determined to constitute a business associate relationship under the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 ('the HITECH Act"), 42 U.S.C. section 17921 et seq., and their implementing privacy and security regulations at 45 CFR Parts 160 and 164 (“the HIPAA regulations”).

B.	The California  Department of (“CD1”) wishes to disclose to the California Department of  referred to as (“Business Associate” or “Contractor” herein) certain information pursuant to the terms of this Agreement, some of which may constitute Protected Health Information (“PHI”), including protected health information in electronic media (“ePHI”), under federal law, and personal information ("PI") under state law.  

C. 	As set forth in this Agreement, Contractor, here and after, is the Business Associate of CD1 acting on CD1' behalf and provides services, arranges, performs or assists in the performance of functions or activities on behalf of CD1 and creates, receives, maintains, transmits, uses or discloses PHI and PI. CD1 and Business Associate are each a party to this Agreement and are sometimes collectively referred to herein as the "parties.”

D.	The purpose of this Addendum is to protect the privacy and security of the PHI and PI that may be created, received, maintained, transmitted, used or disclosed pursuant to this Agreement, and to comply with certain standards and requirements of HIPAA, the HITECH Act and the HIPAA regulations, including, but not limited to, the requirement that CD1 must enter into a contract containing specific requirements with Contractor prior to the disclosure of PHI to Contractor, as set forth in 45 CFR Sections 160 and 164 and the HITECH Act. 

E.	The terms used in this Addendum, but not otherwise defined, shall have the same meanings as those terms have in the HIPAA regulations.  Any reference to statutory or regulatory language shall be to such language as in effect or as amended.

II.	Definitions

A. Breach shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA regulations.

B. Electronic Health Record shall have the meaning given to such term in the HITECH Act, including, but not limited to, 42 U.S.C Section 17921 and implementing regulations.    

C. Electronic Protected Health Information (ePHI) means individually identifiable health information transmitted by electronic media or maintained in electronic media, as set forth under 45 CFR section 160.103.  

D. Individually Identifiable Health Information means health information, including demographic information collected from an individual, that is created or received by a health care provider, health plan, employer or health care clearinghouse, and relates to the past, present or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual, that identifies the individual or where there is a reasonable basis to believe the information can be used to identify the individual, as set forth under 45 CFR section 160.103.

E. Privacy Rule shall mean the HIPAA Regulation that is found at 45 CRF Parts 160 and 164.  
F. Personal Information shall have the meaning given to such term in California Civil Code section 1798.29.

G. Protected Health Information means individually identifiable health information that is transmitted by electronic media, maintained in electronic media, or is transmitted or maintained in any other form or medium, as set forth under 45 CFR section 160.103.

H. Required by law, as set forth under 45 CFR section 164.103, means a mandate contained in law that compels an entity to make a use or disclosure of PHI that is enforceable in a court of law.  This includes, but is not limited to, court orders and court-ordered warrants, subpoenas or summons issued by a court, grand jury, a governmental or tribal inspector general, or an administrative body authorized to require the production of information, and a civil or an authorized investigative demand.  It also includes Medicare conditions of participation with respect to health care providers participating in the program, and statutes or regulations that require the production of information, including statutes or regulations that require such information if payment is sought under a government program providing public benefits.

I. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of PHI or PI, or confidential data that is essential to the ongoing operation of the Business Associate’s organization and intended for internal use; or interference with system operations in an information system.

J. Secretary means the Secretary of the U.S. Department of Health and Human Services ("HHS") or the Secretary's designee.

K. Security Rule shall mean the HIPAA regulation that is found at 45 CFR section 164. 

L. Unsecured PHI shall have the meaning given to such term under the HITECH Act, 42 U.S.C. section 17932(h), any guidance issued pursuant to such Act and the HIPAA regulations. 

III.	Terms of Agreement 

	A.	Permitted Uses and Disclosures of PHI by Business Associate

Permitted Uses and Disclosures.  Except as otherwise indicated in this Addendum, Business Associate may use or disclose PHI only to perform functions, activities or services specified in this Agreement, for, or on behalf of CD1, provided that such use or disclosure would not violate the HIPAA regulations, if done by CD1. Any such use or disclosure must, to the extent practicable, be limited to the limited data set, as defined in 45 CFR section 164.514(e)(2), or, if needed, to the minimum necessary to accomplish the intended purpose of such use or disclosure, in compliance with the HITECH Act and any guidance issued pursuant to such Act, and the HIPAA regulations. 

1.	Specific Use and Disclosure Provisions.  Except as otherwise indicated in this Addendum, Business Associate may:

a.	Use and disclose for management and administration.  Use and disclose  PHI for the proper management and administration of the Business Associate provided that such disclosures are required by law, or the Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and will be used or further disclosed only as required by law or for the purpose for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware that the confidentiality of the information has been breached.

	b.	Provision of Data Aggregation Services.  Use PHI to provide data aggregation services to CD1.  Data aggregation means the combining of PHI created or received by the Business Associate on behalf of CD1 with PHI received by the Business Associate in its capacity as the Business Associate of another covered entity, to permit data analyses that relate to the health care operations of CD1.

B.	Prohibited Uses and Disclosures

1.	Business Associate shall not disclose PHI about an individual to a health plan for payment or health care operations purposes if the PHI pertains solely to a health care item or service for which the health care provider involved has been paid out of pocket in full and the individual requests such restriction, in accordance with 42 U.S.C. section 17935(a) and 45 CFR section 164.522(a).  

2.	Business Associate shall not directly or indirectly receive remuneration in exchange for PHI, except with the prior written consent of CD1 and as permitted by 42 U.S.C. section 17935(d)(2). 

C.	Responsibilities of Business Associate

		Business Associate agrees:

1.	Nondisclosure.  Not to use or disclose Protected Health Information (PHI) other than as permitted or required by this Agreement or as required by law.

2.	Safeguards.  To implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the PHI, including electronic PHI, that it creates, receives, maintains, uses or transmits on behalf of CD1, in compliance with 45 CFR sections 308, 310 and 312, and to prevent use or disclosure of PHI other than as provided for by this Agreement. Business Associate shall implement reasonable and appropriate policies and procedures to comply with the standards, implementation specifications and other requirements of 45 CFR section 164, subpart C, in compliance with 45 CFR section 164.316. Business Associate shall develop and maintain a written information privacy and security program that includes administrative, technical and physical safeguards appropriate to the size and complexity of the Business Associate’s operations and the nature and scope of its activities, and which incorporates the requirements of section 3., Security, below.  Business Associate will provide CD1 with its current and updated policies.

		3.	Security.  To take any and all steps necessary to ensure the continuous security of all computerized data systems containing PHI and/or PI. These steps shall include, at a minimum:

		a.	Complying with all of the data system security precautions listed in Attachment A, 	the Business Associate Data Security Requirements; 

b.	Achieving and maintaining compliance with the HIPAA Security Rule (45 CFR Parts 160 and 164), as necessary in conducting operations on behalf of CD1 under this Agreement;

c.	Providing a level and scope of security that is at least comparable to the level and scope of security established by the Office of Management and Budget in OMB Circular No. A-130, Appendix III- Security of Federal Automated Information Systems, which sets forth guidelines for automated information systems in Federal agencies; and

d.	In case of a conflict between any of the security standards contained in any of these enumerated sources of security standards, the most stringent shall apply.  The most stringent means that safeguard which provides the highest level of protection to PHI from unauthorized disclosure.  Further, Business Associate must comply with changes to these standards that occur after the effective date of this Agreement.

Business Associate shall designate a Security Officer to oversee its data security program who shall be responsible for carrying out the requirements of this section and for communicating on security matters with CD1.

D.	Mitigation of Harmful Effects.  To mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of PHI by Business Associate or its subcontractors in violation of the requirements of this Addendum.

	E.	Business Associate’s Agents.  To ensure that any agents, including subcontractors and vendors, to whom Business Associate provides PHI or PI received from or created or received by Business Associate on behalf of CD1, agree to the same restrictions and conditions that apply to Business Associate with respect to such PHI and PI, including implementation of reasonable and appropriate administrative, physical, and technical safeguards to protect such PHI and PI; and to incorporate, when applicable, the relevant provisions of this Addendum into each subcontract or subaward to such agents, subcontractors and vendors.

	F.	Availability of Information to CD1 and Individuals.  To provide access and information:

1.	To provide access as CD1 may require, and in the time and manner designated by CD1 (upon reasonable notice and during Business Associate’s normal business hours) to PHI in a Designated Record Set, to CD1 (or, as directed by CD1), to an Individual, in accordance with 45 CFR section 164.524.  Designated Record Set means the group of records maintained for CD1 that includes medical, dental and billing records about individuals; enrollment, payment, claims adjudication, and case or medical management systems maintained for CD1 health plans; or those records used to make decisions about individuals on behalf of CD1.  Business Associate shall use the forms and processes developed by CD1 for this purpose and shall respond to requests for access to records transmitted by CD1 within fifteen (15) calendar days of receipt of the request by producing the records or verifying that there are none.  

2.	If Business Associate maintains an Electronic Health Record with PHI, and an individual requests a copy of such information in an electronic format, Business Associate shall provide such information in an electronic format to enable CD1 to fulfill its obligations under the HITECH Act, including but not limited to, 42 U.S.C. section 17935(e). 
3.	If Business Associate receives data from CD1 that was provided to CD1 by the Social Security Administration, upon request by CD1, Business Associate shall provide CD1 with a list of all employees, contractors and agents who have access to the Social Security data, including employees, contractors and agents of its subcontractors and agents. 

G.	Amendment of PHI.  To make any amendment(s) to PHI that CD1 directs or agrees to pursuant to 45 CFR section 164.526, in the time and manner designated by CD1.

H.	Internal Practices.  To make Business Associate’s internal practices, books and records relating to the use and disclosure of PHI received from CD1, or created or received by Business Associate on behalf of CD1, available to CD1 or to the Secretary of the U.S. Department of Health and Human Services in a time and manner designated by CD1 or by the Secretary, for purposes of determining CD1’ compliance with the HIPAA regulations.

	I.	Documentation of Disclosures.  To document and make available to CD1 or (at the direction of CD1) to an Individual such disclosures of PHI, and information related to such disclosures, necessary to respond to a proper request by the subject Individual for an accounting of disclosures of PHI, in accordance with 45 CFR section 164.528 and the HITECH Act, including but not limited to 42 U.S.C. section 17935(c).   If Business Associate maintains electronic health records for CD1 as of January 1, 2009, Business Associate must provide an accounting of disclosures, including those disclosures for treatment, payment or health care operations, effective with disclosures on or after January 1, 2014.  If Business Associate acquires electronic health records for CD1 after January 1, 2009, Business Associate must provide an accounting of disclosures, including those disclosures for treatment, payment or health care operations, effective with disclosures on or after the date the electronic health record is acquired, or on or after January 1, 2011, whichever date is later.  The electronic accounting of disclosures shall be for disclosures during the three years prior to the request for an accounting.

J.	Breaches and Security Incidents.  During the term of this Agreement, Business Associate agrees to implement reasonable systems for the discovery and prompt reporting of any breach or security incident, and to take the following steps:

	1.	Notice to CD1.   (1) To notify CD1 immediately by telephone call plus email or fax upon the discovery of a breach of unsecured PHI or PI in electronic media or in any other media if the PHI or PI was, or is reasonably believed to have been, accessed or acquired by an unauthorized person, or upon the discovery of a suspected security incident that involves data provided to CD1 by the Social Security Administration.  (2) To notify CD1 within 24 hours by email or fax of the discovery of any suspected security incident, intrusion or unauthorized access, use or disclosure of PHI or PI in violation of this Agreement and this Addendum, or potential loss of confidential data affecting this Agreement.  A breach shall be treated as discovered by Business Associate as of the first day on which the breach is known, or by exercising reasonable diligence would have been known, to any person (other than the person committing the breach) who is an employee, officer or other agent of Business Associate.  
	
Notice shall be provided to the CD1 Program Contract Manager, the CD1 Privacy Officer and the Chief CD1 Information Security Officer.  If the incident occurs after business hours or on a weekend or holiday and involves electronic PHI, notice shall be provided by calling the CD1 ITSD Service Desk.  Notice shall be made using the “CD1 Breach/Incident Report” form, Attachment A, including all information known at the time.  Business Associate shall use the most current version of this form, which is posted on the CD1 Privacy Office website at: www.CD1.ca.gov/formsandpubs. 

Upon discovery of a breach or suspected security incident, intrusion or unauthorized access, use or disclosure of PHI or PI, Business Associate shall take:

	a.	Prompt corrective action to mitigate any risks or damages involved with the breach and to protect the operating environment; and
	b.	Any action pertaining to such unauthorized disclosure required by applicable Federal and State laws and regulations.

	2.	Investigation and Investigation Report. To immediately investigate such security incident, breach, or unauthorized access, use or disclosure of PHI or PI.  Within 72 hours of the discovery, Business Associate shall submit an updated “CD1  Breach/Incident Report” containing the information marked with an asterisk and all other applicable information listed on the form, to the extent known at that time, to the CD1 Program Contract Manager, the CD1 Privacy Officer, and the CD1 Information Security Officer:

	3.	Complete Report.  To provide a complete report of the investigation to the CD1 Program Contract Manager, the CD1 Privacy Officer, and the CD1 Information Security Officer within ten (10) working days of the discovery of the breach or unauthorized use or disclosure.  The report shall be submitted on the “CD1 Breach/Incident Report” form and shall include a full, detailed corrective action plan, including information on measures that were taken to halt and/or contain the improper use or disclosure.  If CD1 requests information in addition to that listed on the ”CD1 Breach/Incident Report”  form, Business Associate shall make reasonable efforts to provide CD1 with such information.  If necessary, a Supplemental Report may be used to submit revised or additional information after the completed report is submitted, by submitting the revised or additional information on an updated “CD1 Breach/Incident Report” form.  

	4.	Notification of Individuals.  If the cause of a breach of PHI or PI is attributable to Business Associate or its subcontractors, agents or vendors, Business Associate shall notify individuals of the breach or unauthorized use or disclosure when notification is required under state or federal law and shall pay any costs of such notifications, as well as any costs associated with the breach.  The notifications shall comply with the requirements set forth in 42 U.S.C. sections 17932 and its implementing regulations, including, but not limited to, the requirement that the notifications be made without unreasonable delay and in no event later than 60 calendar days.  The CD1 Program Contract Manager, the CD1 Privacy Officer, and the CD1 Chief Information Security Officer shall approve the time, manner and content of any such notifications and their review and approval must be obtained before the notifications are made.  

	5.	Responsibility for Reporting of Breaches.     If the cause of a breach of PHI or PI is attributable to Business Associate or its agents, subcontractors or vendors, and Business Associate is a Covered Entity as defined under HIPAA and the HIPAA regulations, Business Associate is responsible for all required reporting of the breach as specified in 42 U.S.C. section 17932 and its implementing regulations, including notification to media outlets and to the Secretary. If a breach of unsecured PHI involves more than 500 residents of the State of California or jurisdiction, Business Associate shall notify the Secretary of the breach immediately upon discovery of the breach.  If Business Associate has reason to believe that duplicate reporting of the same breach or incident may occur because its subcontractors, agents or vendors may report the breach or incident to CD1 in addition to Business Associate, Business Associate shall notify CD1, and CD1 and Business Associate may take appropriate action to prevent duplicate reporting.  The breach reporting requirements of this paragraph are in addition to the reporting requirements set forth in subsection 1, above.

	6.	CD1 Contact Information.  To direct communications to the above referenced CD1 staff, the Contractor shall initiate contact as indicated herein.  CD1 reserves the right to make changes to the contact information below by giving written notice to the Contractor.  Said changes shall not require an amendment to this Addendum or the Agreement to which it is incorporated.


	CD1 Program Contract Manager
	CD1 Privacy Officer
	CD1 Chief Information Security Officer (and CD1 IT Service Desk)

	See the Scope of Work exhibit for Program Contract Manager 
	Privacy Officer
Privacy Office, c/o Legal Services
California Department of 
P.O. Box 
Sacramento, CA 

Email: privacy@cd1.ca.gov
Telephone:  (800) 000-0000

	Chief Information Security Officer
Information Security Office
California Department of 
P.O. Box 
Sacramento, CA 
Email:  cd1iso@cd1.ca.gov
Telephone: IT  Desk
	(916) 000-0000 or
	(800) 000-0000



	K.	Employee Training and Discipline.  To train and use reasonable measures to ensure compliance with the requirements of this Addendum by its workforce members who assist in the performance of functions or activities on behalf of CD1 under this Agreement and use or disclose PHI; and apply appropriate sanctions against workforce members who fail to comply with its privacy policies and procedures or any provisions of this Addendum, including by termination of employment.  In complying with the provisions of this Section K, Business Associate shall observe the following requirements:

	1.	Business Associate shall provide information privacy and security training, at least annually, at its own expense, to its workforce members who assist in the performance of functions or activities on behalf of CD1 under this Agreement and use or disclose PHI;

	2.	Business Associate shall require each workforce member who receives information privacy and security training to sign a certification, indicating the member’s name and the date on which the training was completed;
	
	3.	Business Associate shall retain each workforce member’s written certifications for CD1 inspection for a period of three years following contract termination.

	L.	Due Diligence.  Business Associate shall exercise due diligence and shall take reasonable steps to ensure that it remains in compliance with this Addendum and is in compliance with applicable provisions of HIPAA, the HITECH Act and the HIPAA regulations, and that its agents, subcontractors and vendors are in compliance with their obligations as required by this Addendum.  
IV.	Obligations of CD1

	CD1 agrees to:

	A.	Notice of Privacy Practices.  Provide Business Associate with the Notice of Privacy Practices that CD1 produces in accordance with 45 CFR section 164.520, as well as any changes to such notice.  Visit the CD1 Privacy Office at this Internet address to view the most current Notice of Privacy Practices:  http://www.cd1.ca.gov/programs/PrivacyOffice.aspx. 

	B.	Permission by Individuals for Use and Disclosure of PHI.  Provide the Business Associate with any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the Business Associate’s permitted or required uses and disclosures.

	C.	Notification of Restrictions.  Notify the Business Associate of any restriction to the use or disclosure of PHI that CD1 has agreed to in accordance with 45 CFR section 164.522, to the extent that such restriction may affect the Business Associate’s use or disclosure of PHI.

	D.	Requests Conflicting with HIPAA Rules.  Not request the Business Associate to use or disclose PHI in any manner that would not be permissible under the HIPAA regulations if done by CD1.

V.	Audits, Inspection and Enforcement

	A.	From time to time, CD1 may inspect the facilities, systems, books and records of Business Associate to monitor compliance with this Agreement and this Addendum.  Business Associate shall promptly remedy any violation of any provision of this Addendum and shall certify the same to the CD1 Privacy Officer in writing.  The fact that CD1 inspects, or fails to inspect, or has the right to inspect, Business Associate’s facilities, systems and procedures does not relieve Business Associate of its responsibility to comply with this Addendum, nor does CD1’:
	1.	Failure to detect or

	2.	Detection, but failure to notify Business Associate or require Business Associate’s remediation of any unsatisfactory practices constitute acceptance of such practice or a waiver of CD1’ enforcement rights under this Agreement and this Addendum.

	B.	If Business Associate is the subject of an audit, compliance review, or complaint investigation by the Office of Civil Rights, U.S. Department of Health and Human Services, that is related to the performance of its obligations pursuant to this HIPAA Business Associate Addendum, Business Associate shall notify CD1 and provide CD1 with a copy of any PHI or PI that Business Associate provides to the Secretary concurrently with providing such PHI or PI to the Secretary.  Business Associate is responsible for any civil penalties assessed due to an audit or investigation of Business Associate, in accordance with 42 U.S.C. section 17934(c).

VI.	Termination

	A.	Term.  The Term of this Addendum shall commence as of the effective date of this Addendum and shall extend beyond the termination of the contract and shall terminate when all the PHI provided by CD1 to Business Associate, or created or received by Business Associate on behalf of CD1, is destroyed or returned to CD1. 

	B.	Termination for Cause.  In accordance with 45 CFR section 164.504(e)(1)(ii), upon CD1’ knowledge of a material breach of this Addendum by Business Associate, CD1 shall:  

	1.	Provide an opportunity for Business Associate to cure the breach or end the violation and terminate this Agreement if Business Associate does not cure the breach or end the violation within the time specified by CD1;
	2.	Immediately terminate this Agreement if Business Associate has breached a material term of this Addendum and cure is not possible; or
	3.	If neither cure nor termination is feasible, report the violation to the Secretary of the U.S. Department of Health and Human Services.
Upon Business Associate's knowledge of a material breach by CD1 of its obligations under this Agreement, Business Associate shall provide CD1 an opportunity to cure the breach or end the violation and shall take the steps set out above, if necessary, in relation to CD1, in compliance with 42 U.S.C. section 17934(b).  

	C.	Judicial or Administrative Proceedings.  Business Associate will notify CD1 if it is named as a defendant in a criminal proceeding for a violation of HIPAA.  CD1 may terminate this Agreement if Business Associate is found guilty of a criminal violation of HIPAA.  CD1 may terminate this Agreement if a finding or stipulation that the Business Associate has violated any standard or requirement of HIPAA, or other security or privacy laws is made in any administrative or civil proceeding in which the Business Associate is a party or has been joined.

	D.	Effect of Termination.  Upon termination or expiration of this Agreement for any reason, Business Associate shall return or destroy all PHI received from CD1 (or created or received by Business Associate on behalf of CD1) that Business Associate still maintains in any form, and shall retain no copies of such PHI.  If return or destruction is not feasible, Business Associate shall notify CD1 of the conditions that make the return or destruction infeasible, and CD1 and Business Associate shall determine the terms and conditions under which Business Associate may retain the PHI.  Business Associate shall continue to extend the protections of this Addendum to such PHI, and shall limit further use of such PHI to those purposes that make the return or destruction of such PHI infeasible.  This provision shall apply to PHI that is in the possession of subcontractors or agents of Business Associate.

VII.	Miscellaneous Provisions

	A.	Disclaimer.  CD1 makes no warranty or representation that compliance by Business Associate with this Addendum, HIPAA or the HIPAA regulations will be adequate or satisfactory for Business Associate’s own purposes or that any information in Business Associate’s possession or control, or transmitted or received by Business Associate, is or will be secure from unauthorized use or disclosure.  Business Associate is solely responsible for all decisions made by Business Associate regarding the safeguarding of PHI.

	B.	Amendment.  The parties acknowledge that federal and state laws relating to electronic data security and privacy are rapidly evolving and that amendment of this Addendum may be required to provide for procedures to ensure compliance with such developments.  The parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable laws relating to the security or privacy of PHI.  Upon CD1’ request, Business Associate agrees to promptly enter into negotiations with CD1 concerning an amendment to this Addendum embodying written assurances consistent with the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable laws.  CD1 may terminate this Agreement upon thirty (30) days written notice in the event:

	1.	Business Associate does not promptly enter into negotiations to amend this Addendum when requested by CD1 pursuant to this Section or

	2.	Business Associate does not enter into an amendment providing assurances regarding the safeguarding of PHI that CD1 in its sole discretion deems sufficient to satisfy the standards and requirements of HIPAA and the HIPAA regulations.

	C.	Assistance in Litigation or Administrative Proceedings.  Business Associate shall make itself and any subcontractors, employees or agents assisting Business Associate in the performance of its obligations under this Agreement, available to CD1 at no cost to CD1 to testify as witnesses, or otherwise, in the event of litigation or administrative proceedings being commenced against CD1, its directors, officers or employees based upon claimed violation of HIPAA, the HIPAA regulations or other laws relating to security and privacy, which involves inactions or actions by the Business Associate, except where Business Associate or its subcontractor, employee or agent is a named adverse party.

	D.	No Third-Party Beneficiaries.  Nothing express or implied in the terms and conditions of this 	Addendum is intended to confer, nor shall anything herein confer, upon any person other than 	CD1 or Business Associate and their respective successors or assignees, any rights, 	remedies, obligations or liabilities whatsoever.

	E.	Interpretation.  The terms and conditions in this Addendum shall be interpreted as broadly as 	necessary to implement and comply with HIPAA, the HITECH Act, the HIPAA regulations and 	applicable state laws.  The parties agree that any ambiguity in the terms and conditions of this 	Addendum shall be resolved in favor of a meaning that complies and is consistent with HIPAA, 	the HITECH Act and the HIPAA regulations.

	F.	Regulatory References.  A reference in the terms and conditions of this Addendum to a section in the HIPAA regulations means the section as in effect or as amended.

G.	Survival.  The respective rights and obligations of Business Associate under Section VI.D of this Addendum shall survive the termination or expiration of this Agreement.

	H.	No Waiver of Obligations.  No change, waiver or discharge of any liability or obligation hereunder on any one or more occasions shall be deemed a waiver of performance of any continuing or other obligation, or shall prohibit enforcement of any obligation, on any other occasion.

Attachment 4 – BAA  	California Department of 
California Department of 

A. 
Business Associate Data Security Requirements

I.	General Security Controls
	
	A.	Confidentiality Statement.  All persons that will be working with CD1 PHI or PI must sign a confidentiality statement.  The statement must include at a minimum, General Use, Security and Privacy safeguards, Unacceptable Use, and Enforcement Policies.  The statement must be signed by the workforce member prior to access to CD1 PHI or PI.  The statement must be renewed annually.  The Contractor shall retain each person’s written confidentiality statement for CD1 inspection for a period of three (3) years following contract termination.

B.	Background check.  Before a member of the Contractor’s workforce may access CD1 PHI or PI, Contractor must conduct a thorough background check of that worker and evaluate the results to assure that there is no indication that the worker may present a risk for theft of confidential data.  The Contractor shall retain each workforce member’s background check documentation for a period of three (3) years following contract termination.

C.	Workstation/Laptop encryption.  All workstations and laptops that process and/or store CD1 PHI or PI must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as Advanced Encryption Standard (AES).   The encryption solution must be full disk unless approved by the CD1 Information Security Office.

D.	Server Security. Servers containing unencrypted CD1 PHI or PI must have sufficient administrative, physical, and technical controls in place to protect that data, based upon a risk assessment/system security review.

E.	Minimum Necessary. Only the minimum necessary amount of CD1 PHI or PI required to perform necessary business functions may be copied, downloaded, or exported.

F.	Removable media devices.  All electronic files that contain CD1 PHI or PI data must be encrypted when stored on any removable media or portable device (i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.).  Encryption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such as AES.

G.	Antivirus software.  All workstations, laptops and other systems that process and/or store CD1 PHI or PI must install and actively use comprehensive anti-virus software solution with automatic updates scheduled at least daily.

H.	Patch Management.  All workstations, laptops and other systems that process and/or store CD1 PHI or PI must have critical security patches applied, with system reboot if necessary.  There must be a documented patch management process which determines installation timeframe based on risk assessment and vendor recommendations.  At a maximum, all applicable patches must be installed within 30 days of vendor release.

I.	User IDs and Password Controls.  All users must be issued a unique user name for accessing CD1 PHI or PI.  Username must be promptly disabled, deleted, or the password changed upon the transfer or termination of an employee with knowledge of the password, at maximum within 24 hours. Passwords are not to be shared.  Must be at least eight characters.  Must be a non-dictionary word.  Must not be stored in readable format on the computer.  Must be changed every 90 days, preferably 60 days.  Must be changed if revealed or compromised.  Must be composed of characters from at least three of the following four groups from the standard keyboard:

· Upper case letters (A-Z)
· Lower case letters (a-z)
· Arabic numerals (0-9)
· Non-alphanumeric characters (punctuation symbols)

J.	Data Destruction.  All CD1 PHI or PI must be destroyed using US Department of Defense (DoD) 5220.22-M standard methods for data destruction when the CD1 data is no longer needed.  Equivalent or better destruction methods may be used upon approval of the CD1 Information Security Office.

II.	System Security Controls

	A.	System Timeout.  The system providing access to CD1 PHI or PI must provide an automatic timeout, requiring re-authentication of the user session after no more than 20 minutes of inactivity.

	B.	Warning Banners.  All systems providing access to CD1 PHI or PI must display a warning banner stating that data is confidential, systems are logged, and system use is for business purposes only.  User must be directed to log off the system if they do not agree with these requirements.
	1
	C.	System Logging.  The system must maintain an automated audit trail which can identify the user or system process which initiates a request for CD1 PHI or PI, or which alters CD1 PHI or PI.  The audit trail must be date and time stamped, must log both successful and failed accesses, must be read only, and must be restricted to authorized users.  If CD1 PHI or PI is stored in a database, database logging functionality must be enabled.  Audit trail data must be archived for at least 3 years after occurrence.

	D.	Access Controls.  The system providing access to CD1 PHI or PI must use role based access controls for all user authentications, enforcing the principle of least privilege.

[bookmark: OLE_LINK3][bookmark: OLE_LINK6]	E.	Transmission encryption.  All data transmissions of CD1 PHI or PI outside the secure internal network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher.  Encryption can be end to end at the network level, or the data files containing PHI can be encrypted.  This requirement pertains to any type of PHI or PI in motion such as website access, file transfer, and E-Mail.

	F.	Intrusion Detection.  All systems involved in accessing, holding, transporting, and protecting CD1 PHI or PI that are accessible via the Internet must be protected by a comprehensive intrusion detection and prevention solution.

III.	Audit Controls

	A.	System Security Review.  All systems processing and/or storing CD1 PHI or PI must have at least an annual system risk assessment/security review which provides assurance that administrative, physical, and technical controls are functioning effectively and providing adequate levels of protection.  Reviews should include vulnerability scanning tools.

	B.	Log Reviews.  All systems processing and/or storing CD1 PHI or PI must have a routine procedure in place to review system logs for unauthorized access.

	C.	Change Control.  All systems processing and/or storing CD1 PHI or PI must have a documented change control procedure that ensures separation of duties and protects the confidentiality, integrity and availability of data.

IV.	Business Continuity / Disaster Recovery Controls

	A.	Emergency Mode Operation Plan.  Contractor must establish a documented plan to enable continuation of critical business processes and protection of the security of electronic CD1 PHI or PI in the event of an emergency.  Emergency means any circumstance or situation that causes normal computer operations to become unavailable for use in performing the work required under this Agreement for more than 24 hours.

	B.	Data Backup Plan.  Contractor must have established documented procedures to backup CD1 PHI to maintain retrievable exact copies of CD1 PHI or PI.  The plan must include a regular schedule for making backups, storing backup’s offsite, an inventory of backup media, and the amount of time to restore CD1 PHI or PI should it be lost.  At a minimum, the schedule must be a weekly full backup and monthly offsite storage of CD1 data.

V.	Paper Document Controls

	A.	Supervision of Data.  CD1 PHI or PI in paper form shall not be left unattended at any time, unless it is locked in a file cabinet, file room, desk or office.  Unattended means that information is not being observed by an employee authorized to access the information.  CD1 PHI or PI in paper form shall not be left unattended at any time in vehicles or planes and shall not be checked in baggage on commercial airplanes.

	B.	Escorting Visitors.  Visitors to areas where CD1 PHI or PI is contained shall be escorted and CD1 PHI or PI shall be kept out of sight while visitors are in the area.

	C.	Confidential Destruction.  CD1 PHI or PI must be disposed of through confidential means, such as cross cut shredding and pulverizing.
	
	D.	Removal of Data.  CD1 PHI or PI must not be removed from the premises of the Contractor except with express written permission of CD1.

	E.	Faxing.  Faxes containing CD1 PHI or PI shall not be left unattended and fax machines shall be in secure areas.  Faxes shall contain a confidentiality statement notifying persons receiving faxes in error to destroy them.  Fax numbers shall be verified with the intended recipient before sending.

F.	Mailing.  CD1 PHI or PI shall only be mailed using secure methods.  Large volume mailings of CD1 PHI shall be by a secure, bonded courier with signature required on receipt.  Disks and other transportable media sent through the mail must be encrypted with a CD1 approved method.  Procedures must be implemented to ensure PHI or PI is not externally visible on the mailing.
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I. [bookmark: _Toc210728596][bookmark: _Toc295829978][bookmark: _Toc295830111]Purpose

This document provides the minimum security requirements mandated by the California Department of (CD1) Information Security Office (ISO) for projects governed and/or subject to the policies and standards of CD1. Projects that intend to deploy systems/applications into the CD1 system infrastructure, or will utilize CD1 information system services, are also subject to these minimum security requirements. 

This document is intended to assist CD1 and its service customers in understanding the criteria CD1 will use when evaluating and certifying the system design, security features and protocols used by project solutions utilizing CD1 services. These security requirements will also be used in conjunction with the CD1 ISO compliance review program of its information system services customers.

This document will serve as a universal set of requirements which must be met regardless of physical hosting location or entities providing operations and maintenance responsibility. These requirements do not serve any specific project, nor do they prescribe any specific implementation technology.  

II. [bookmark: _Toc210728597][bookmark: _Toc295829979][bookmark: _Toc295830112]Scope of Requirements

The information security requirements in this document are organized in five categories (sections) and address at a minimum:

· Administrative/Management Safeguards
· Technical and Operational Safeguards
· Solution Architecture
· Documentation of Solution
· ISO Notifications and Approvals

III. [bookmark: _Toc210728598][bookmark: _Toc295829980][bookmark: _Toc295830113]Contact

Chief Information Security Officer
California Department of 
Information Security Office (ISO)
Cd1iso@cd1.ca.gov
IV. [bookmark: _Toc210728599][bookmark: _Toc295829981][bookmark: _Toc295830114]
Information Systems Security Requirements

A. [bookmark: _Toc210728600][bookmark: _Toc295829982][bookmark: _Toc295830115]Administrative / Management Safeguards

	1. [bookmark: _Toc210728601][bookmark: _Toc295829983][bookmark: _Toc295830116]Workforce Confidentiality Statement 



All persons working with CD1 information must sign a Security and Confidentiality Acknowledgement Statement. The Statement must include, at a minimum: General Use, Security and Privacy safeguards, Unacceptable Use, Audit and Enforcement policies.  (Contact the CD1 ISO for the current version of the Security & Confidentiality Acknowledgement Statement in use.)

The Statement must be signed by the Project member prior to being granted access to the CD1 information. The Statement must be renewed annually.

	2. [bookmark: _Toc210728602][bookmark: _Toc295829984][bookmark: _Toc295830117]Access Authorization & Maintenance



Project/Program must document and implement clearly defined rules and processes for vetting and granting authorizations, as well as procedures for the supervision of workforce members who work with CD1 information or in locations where it might be accessed.

On at least a semi-annual basis, Project/Program will review and remove all authorizations for individuals who have left the department, transferred to another unit, or assumed new job duties within CD1.  

	3. [bookmark: _Toc210728604][bookmark: _Toc295829985][bookmark: _Toc295830118]Information System Activity Review



Project/Program must implement and document procedures to regularly review records of information system activity (such as audit logs, access reports, and security incident tracking reports).

Project/Program must ensure any hosting or maintenance agreements clearly identify responsibility for this activity. Logs may be stored within the system or preferably on a centralized logging server or service, and must be maintained for a minimum of three years.  

	4. [bookmark: _Toc210728605][bookmark: _Toc295829986][bookmark: _Toc295830119]Periodic System Security & Log Review



All systems must allow for periodic system security reviews that provide assurance that management, operations, personnel, and technical controls are functioning effectively and providing adequate levels of protection.

These reviews may include technical tools and security procedures (such as vulnerability assessment products and penetration testing).

All systems processing and/or storing CD1 information must have a method or procedure in place to create and review system logs for unauthorized access. Logs may be stored within the system or on a centralized logging server or service, and must be maintained for a minimum of three years.


	5. [bookmark: _Toc295829987][bookmark: _Toc295830120]Disaster Recovery Plan



Project/Program will establish procedures that allow facility access in support of restoration of lost information under the Disaster Recovery Plan (DRP) and emergency mode operations plan in the event of an emergency.

The restoration/recovery support procedures must be added to the existing DRP to restore any loss of information and assure continuity of computing operations for support of both the application and information. 

Recovery procedures must be developed using the most current DRP template provided by the CD1 ISO.

All systems, as part of a new or existing project, must allow for periodic system recovery testing.  The period between tests should be defined as part of the project and be consistent with relevant CD1 disaster recovery standards.  Such testing should provide assurances that plans and controls (management, operations, personnel, and technical) are functioning effectively and providing adequate levels of protection during an incident, disaster, or breach.  

Project/Program will conduct an annual Business Impact Analysis of the application to determine the Maximum Acceptable Outage (MAO), cost of lost functionality, system component dependencies, business function dependencies, and business partner dependencies. 

	6. [bookmark: _Toc210728608][bookmark: _Toc295829988][bookmark: _Toc295830121]Change Control



All systems processing and/or storing CD1 information must have a documented change control procedure that ensures separation of duties and protects the confidentiality, integrity, and availability of information.

Systems running within the CD1 environment and/or utilizing CD1 services must comply with CD1 standards for change control process and procedures.

	7. [bookmark: _Toc210728613][bookmark: _Toc295829989][bookmark: _Toc295830122]Supervision of Information



Classified information in paper form must not be left unattended at any time, unless it is locked in a file cabinet, file room, desk, or office.  Unattended means that information is not being observed by an employee authorized to access the information.  Classified information in paper form must also not be left unattended at any time in vehicles or planes, and must not be transported in checked-in baggage on commercial airplanes.

	8. [bookmark: _Toc210728614][bookmark: _Toc295829990][bookmark: _Toc295830123]Escorting Visitors



Visitors to areas where classified information is contained must be escorted and classified information must be kept out of sight while visitors are in the area.


B. [bookmark: _Toc210728615][bookmark: _Toc295829991][bookmark: _Toc295830124]Technical and Operational Safeguards

	1. [bookmark: _Toc210728616][bookmark: _Toc295829992][bookmark: _Toc295830125]System Security Compliance



All Project systems must comply with applicable CD1 security policies and requirements, as specified in the State Administrative Manual (SAM), CD 1 Administrative Manual (CD1AM), Privacy Act, and any other applicable State or Federal regulation. All security safeguards and precautions must be subject to the approval of the CD1 ISO.

	2. [bookmark: _Toc210728617][bookmark: _Toc295829993][bookmark: _Toc295830126]Malware Protection



All systems must install and actively use anti-virus software, with a minimum daily automatic update scheduled. Systems such as mainframes, where anti-virus is unavailable, are excluded from this requirement. All security safeguards and precautions must be subject to the approval of the CD1 ISO.

	3. [bookmark: _Toc210728618][bookmark: _Toc295829994][bookmark: _Toc295830127]Patch Management



All systems must install and actively use a comprehensive third-party patch management program, and routinely update system and application software within two weeks of vendor release unless the CD1 ISO validates a patch is not applicable. Critical updates may require a more restrictive timeline. All security safeguards and precautions must be subject to the approval of the CD1 ISO.

	4. [bookmark: _Toc210728619][bookmark: _Toc295829995][bookmark: _Toc295830128]Encrypted Electronic Transmissions



All information electronic transmissions that contain classified information (such as website access, file transfers or through e-mail) must be encrypted end-to-end using an industry-recognized encryption standard (such as Transport Layer Security (TLS) or its predecessor, Secure Socket Layer (SSL), Secure File Transfer Protocol (SFTP), or any FIPS 140-2 certified encryption algorithm).  Classified information must be encrypted at the minimum of Advanced Encryption Standard (AES) with a 128 bit key or higher. Equivalent or stronger algorithms may be used upon approval of the CD1 ISO.

	5. [bookmark: _Toc210728620][bookmark: _Toc295829996][bookmark: _Toc295830129]Encrypted Information Storage



All classified information must be encrypted when electronically stored using a CD1 approved encryption standard.  Classified information must be encrypted at the minimum of AES with a 128 bit key or higher, or any FIPS 140-2 certified encryption algorithm.  Equivalent or stronger algorithms may be used upon approval of the CD1 ISO.

	6. [bookmark: _Toc210728621][bookmark: _Toc295829997][bookmark: _Toc295830130]Workstation / Laptop Encryption



All workstations and laptops that process and/or store classified CD1 information must be encrypted with a CD1 ISO approved solution. Classified CD1 information must be encrypted at the minimum of AES with a 128 bit key or higher, or any FIPS 140-2 certified encryption algorithm.  Equivalent or stronger algorithms may be used upon approval of the CD1 ISO.

	7. [bookmark: _Toc210728622][bookmark: _Toc295829998][bookmark: _Toc295830131]Removable Media Encryption



All electronic files that contain classified CD1 information must be encrypted at the minimum of AES with a 128 bit key or higher, or any FIPS 140-2 certified encryption algorithm when stored on any removable media type device (such as USB thumb drives, floppies, CD/DVD, tape backup, etc.). Equivalent or stronger algorithms may be used upon approval of the CD1 ISO. The solution should follow best practices described in National Institute of Standards & Technology (NIST) 800-111, Guide to Storage Encryption Technologies for End User Devices.

	8. [bookmark: _Toc210728623][bookmark: _Toc295829999][bookmark: _Toc295830132]Secure Connectivity



All transmission and data-links between the information and application/system, and DBMS and the Office of Technology Services (OTech) Wide Area Network (WAN), must be secure between transmission systems as required by regulation, policy and/or standard and as prescribed for the given application/system.

	9. [bookmark: _Toc210728624][bookmark: _Toc295830000][bookmark: _Toc295830133]Intrusion Detection and Prevention



All systems that are accessible via the Internet, are critical, and/or contain classified information must install and actively use a CD1 ISO approved comprehensive third-party real-time intrusion detection and prevention solution. The solution must also report security events directly to a CD1 enterprise monitoring solution. All security safeguards and precautions must be subject to the approval of the CD1 ISO.

	10. [bookmark: _Toc210728625][bookmark: _Toc295830001][bookmark: _Toc295830134]Minimum Information Download



In accordance with the principle of need-to-know, only the minimum amount of information required to perform necessary business functions should be copied or downloaded. 

	11. [bookmark: _Toc295830002][bookmark: _Toc295830135]Information Sanitization



All classified CD1 information (electronic or paper) must be sanitized from systems when the information is no longer necessary.  The sanitization method must conform to NIST Special Publication 800-88 Guidelines for Media Sanitization.  Once information has been sanitized, the CD1 contract manager must be notified.  If an agency or other entity is unable to sanitize the media in accordance with NIST 800-88 and provide notification, the media must be returned to CD1 after usage for sanitization in an approved manner. 

	12. [bookmark: _Toc210728628][bookmark: _Toc295830003][bookmark: _Toc295830136]Removal of Information



Classified CD1 information (electronic or paper) must not be removed from CD1 premises, or from the premises of an authorized vendor or contractor, without the written permission of the CD1 ISO.

	13. [bookmark: _Toc210728629][bookmark: _Toc295830004][bookmark: _Toc295830137]Faxing or Mailing of Information



Facsimile transmissions containing classified CD1 information must not be left unattended if fax machines are not in a secure area.  Facsimile transmissions must include a cover sheet that contains a security statement notifying persons receiving faxes in error to destroy them and notify the CD1 ISO immediately.  Fax numbers must be verified before sending.  

Classified CD1 information must only be mailed using secure methods.  Large volume mailings of classified CD1 information must be by a secure, bonded courier with signature required upon receipt.  Disks and other transportable media sent through the mail must be encrypted with a CD1 ISO approved solution.



C. [bookmark: _Toc210728631][bookmark: _Toc295830005][bookmark: _Toc295830138]Solution Architecture

	1. [bookmark: _Toc210728632][bookmark: _Toc295830006][bookmark: _Toc295830139]System Security Compliance



The system must comply with all applicable CD1 security policies and requirements, as well as those specified in the State Administrative Manual (SAM), CD1 Administrative Manual (CD1AM) Privacy Act, and any other applicable State or Federal regulation. All security safeguards and precautions must be subject to the approval of the CD1 ISO.

The system may share data with other entities only after all applicable agreements are in place.  For example, using a CD1 data release form, Business Associate Agreement, or Data Use Agreement. These agreements must ensure data is protected according to all applicable standards and policies. 

Any data which is exported outside the scope of the system and its security provisions (such as exports for statistical analysis) require approval by the CD1 ISO to ensure sufficient security is in place to protect the exported data.

	2. [bookmark: _Toc210728633][bookmark: _Toc295830007][bookmark: _Toc295830140]Warning Banner



All systems containing CD1 information must display a login warning banner stating that information is classified, activity is logged, and system use is for business purposes only.  User must be directed to log off the system if they do not agree and comply with these requirements.

The following warning banner must be used for all access points (such as desktops, laptops, web applications, mainframe applications, servers and network devices):

WARNING: This is a State of California computer system that is for official use by authorized users and is subject to being monitored and/or restricted at any time. Unauthorized or improper use of this system may result in administrative disciplinary action and/or civil and criminal penalties. By continuing to use this system you indicate your awareness of and consent to these terms and conditions of use. 

LOG OFF IMMEDIATELY, if you do not agree to the conditions stated in this warning.

	3. [bookmark: _Toc210728634][bookmark: _Toc295830008][bookmark: _Toc295830141]Layered Application Design



Applications must be able to be segmented into a layered application design separating, at a minimum, the Presentation, Application/Business Logic, and Data Access Logic, and Data Persistence/Database layers.

The Presentation, Application/Business Logic, and Data Access Logic layers must be separated physically by a firewall regardless of physical implementation.

Any system request made to the Business logic layer must be authenticated.

The Data Access Logic Layer may take the form of stored procedures, database Application Programming Interface (API), Data Access Objects/Components, Data Access Middleware, Shared Data Services, or Secure Web Service.  Any system request made to the Data Access logic layer must be authenticated and authorized.  No direct access to the Data Persistence/Database layer will be permitted, except through the Data Access logic layer. 

All calls to the Data Persistence/Database layer will be made through the Data Access logic layer as a trusted sub-system that utilizes a single database access account to all transactions.

The Data Access Logic Layer must take the form of stored procedures, database API, Data Access Objects/Components, Data Access Middleware, Shared Data Services, or Secure Web Service. System requests made to the Business logic and Data Access logic layers must be authenticated and authorized. 

Vendor-provided commercial off-the-shelf (COTS) packages, or components where physical separation of layers is not possible, requires CD1 ISO approval. 

[image: Drawing1]

	4. [bookmark: _Toc210728640][bookmark: _Toc295830009][bookmark: _Toc295830142]Input Validation



All user input must be validated before being committed to the database or other application information repository.  The system must manage client input controls from server side to the extent possible.  Data queries from the Presentation or the Business Logic layers must be validated for appropriate use of query language, and validated for appropriate quantity and quality of data input. This includes In-line Structured Query Language (SQL) calls. The system must validate client input on the server side to the extent possible.  All third-party client side input controls must be documented and approved by the CD1 ISO.

	5. [bookmark: _Toc210728642][bookmark: _Toc295830010][bookmark: _Toc295830143]Data Queries



All Data queries (including In-line SQL calls) will not be allowed from the Presentation or the Business Logic layers unless validated for appropriate use of query language and validated for appropriate quantity/quality of data input. All data queries solution must be approved by the CD1 ISO. 

Database table names and column names must not be exposed. Applications must use an alias for every table and column. 

Dynamic SQL will not be permitted from the Presentation Layer without prior approval from the CD1 ISO.

	6. [bookmark: _Toc210728643][bookmark: _Toc295830011][bookmark: _Toc295830144]Username/Password Based Authentication



When usernames and passwords are going to be used as the method for system authentication, the following requirements must be met:

Username requirements:
· Must be unique and traceable to an individual.
· Must not be shared.
· Must not be hard-coded into system logic.
Password requirements:
· Must not be shared.
· Must be 8 characters or more in length.
· Must not be a word found in the dictionary, regardless of language.
· Must be encrypted using irreversible industry-accepted strong encryption.
· Must be changed at least every 60 days.
· Must not be the same as any of the previous 10 passwords.
· Must be changed immediately if revealed or compromised.
· Must be composed of characters from at least three of the following four groups from the standard keyboard:
Upper case letters (A-Z);
Lower case letters (a-z);
Numbers (0 through 9); and
Non-alphanumeric characters (punctuation symbols).
Account security:
· Accounts must be locked after three (3) failed logon attempts. 
· Account lock-out reset timers must be set for a minimum of 15 minutes.
· Accounts must be promptly disabled, deleted, or the password changed upon the transfer or termination of an employee with knowledge of the password.

	7. [bookmark: _Toc210728644][bookmark: _Toc295830012][bookmark: _Toc295830145]Administrative / Privileged Accounts Management



A privileged account is an account that allows an individual to perform maintenance on an operating system or applications (e.g. create/remove users, install applications, create/modify databases, etc.). Privileged accounts require the approval of the individual’s manager, the CD1 ISO, and must include a business justification stating why privileged access is required and what it will be used for. Individuals granted privileged accounts must have already signed the Security and Confidentiality Acknowledgement Statement. (Contact the CD1 ISO for the current version of the Security & Confidentiality Acknowledgement Statement in use.)

The use of shared privileged accounts (e.g. Administrator) is strictly prohibited.

System administration must be performed using a different username rather than the one used for daily non-administrative activities. Administrative accounts must be used only for administrative activity within the authorized role of that account and the individual using it. It must be logged out of immediately after administrative work is complete.

Username requirements:
· Must be unique and traceable to an individual.
· Must not be shared.
· Must not be hard-coded into system logic.
· Must be the same across different zones (e.g. Web Zone, Internal network, and Test Labs / Environments).
· The default built-in Administrator account must be renamed and disabled.
· The naming convention for privileged accounts must not make it obvious that usernames belong to privileged accounts.
· If a generic privileged account is created:
Must only be used in an Emergency.
Must not be used for routine maintenance.
The password storage and management process for generic privileged accounts must be approved by the CD1 ISO.
Password requirements:
· Must not to be shared.
· Must be 12 characters or more in length.
· Must not be a word found in the dictionary, regardless of language.
· Must be encrypted using irreversible industry-accepted strong encryption.
· Must be changed at least every 60 days.
· Must not be the same as any of the previous 10 passwords.
· Must be changed immediately if revealed, or compromised.
· Must be comprised of characters from at least three of the following four groups from the standard keyboard:
Upper case letters (A-Z);
Lower case letters (a-z);
Numbers (0 through 9);
Non-alphanumeric characters (punctuation symbols).
· Must be changed immediately upon the termination or transfer of an employee with knowledge of the password.
· Must not be the same across different zones (e.g. Web Zone, Internal network, and Test Labs / Environments).
Account security:
· Accounts must be locked after three (3) failed logon attempts.
· Account lock-out timers must be set for at least 60 minutes.

	8. [bookmark: _Toc210728645][bookmark: _Toc295830013][bookmark: _Toc295830146]Service Accounts Management



A service account is an account used to run a service and whose password is known by multiple individuals, When and where it is necessary to use a service account, the account request will be approved by the manager of the Project/Program requesting the account and by the CD1 ISO. Requirements, stating the need for a service account, will be documented in the request. A service account password is shared among the individuals authorized to access the account, and is subject to controls as stated in the password requirements in this document.

Restrictions for Service Accounts
· Sharing passwords via email is prohibited, unless the body of the email itself is encrypted using strong encryption.
· When users are no longer authorized to access an existing service account, the service account password must be changed.

	9. [bookmark: _Toc210728646][bookmark: _Toc295830014][bookmark: _Toc295830147]Authentication and Authorization



Any system deployed during a project, or as a result of a project, must provide secure role-based access for authorization (separation between system/server administrators and application/database administrators) utilizing the principle of least privilege at all layers/tiers.

In all cases, applications must default to explicitly deny access where authentication and/or authorization mechanisms are required. No application that requires a login can offer to, or be capable of, remembering a user’s credentials. 


	10. [bookmark: _Toc210728647][bookmark: _Toc295830015][bookmark: _Toc295830148]Authentication Logging



The system must log success and failures of user authentication at all layers as well as log all user transactions at the database layer as required by regulation, policy or standard, and as prescribed for the given application/system. This logging must be included for all user privilege levels including, but not limited to, systems administrators. This requirement applies to systems that process, store, and/or interface with CD1 information.

	11. [bookmark: _Toc210728648][bookmark: _Toc295830016][bookmark: _Toc295830149]Automatic System Session Expiration



The system must provide an automatic timeout, requiring re-authentication of the user session after 20 minutes of inactivity.

	12. [bookmark: _Toc210728649][bookmark: _Toc295830017][bookmark: _Toc295830150]Automatic System Lock-out and Reporting



The system must provide an automatic lock-out of users and a means to audit a minimum of three (3) failed log-in attempts.  The means of providing audit information must be approved by the CD1 ISO.  

	13. [bookmark: _Toc210728650][bookmark: _Toc295830018][bookmark: _Toc295830151]Audit (Access)



All systems/applications will implement role-based access to auditing functions and audit trail information utilizing the principle of least privilege.

All systems/applications will implement a secure online interface to Audit Capabilities and Reporting by way of API or network service (or Web Service) to allow CD1 ISO to view logs, auditing procedures, and audit reporting.

	14. [bookmark: _Toc210728652][bookmark: _Toc295830019][bookmark: _Toc295830152]Audit (Minimum Information)



The minimum log information below is required for any system that contains, or is involved in the transmission of, classified information. The log information should be available on every system running a production environment. This information must be provided upon request of the CD1 ISO for investigations and risk assessments.

The system must record, at minimum, the following events and any other events deemed appropriate by the CD1 ISO:

Transaction Types
Any and all administrative changes to the system (such as administrative password changes, forgotten password resets, system variables, network configuration changes, disk sub-system modifications, etc).
Logon failures.
Logons during non-business hours.
Failed access to an application or data. 
Addition, deletion, or modification of users or program access privileges.
Changes in file access restrictions.
Database addition, deletion, or modification.
Copy of files before and after read/write changes.
Transaction issued.

Individual audit trail records must contain the information needed to associate each query transaction to its initiator and relevant business purpose. Individual audit trail records should capture, at a minimum, the following:

Minimum Audit Trail Record Content
Date and time stamp.
Unique username of transaction initiator.
Transaction recorded.
Success or failure of transaction recorded.
Relevant business process or application component involved.
Data captured (if any).

Audit Trail logs must be maintained at minimum for three (3) years after the occurrence, or a set period of time determined by the CD1 ISO that would not hinder a detailed forensic investigation of the occurrence. The CD1 ISO has final approval authority. 

	15. [bookmark: _Toc209597317][bookmark: _Toc295830020][bookmark: _Toc295830153]Application Security Controls



For any application which accesses classified information, the following technical controls must be present, unless an exception is granted by the CD1 ISO:

Must use least privileged accounts to execute code and to access databases.  
User access rights must be authenticated and authorized on entry to each application tier. 
All user input must be validated, including parameters passed to all public web service methods.
Information that is not required must not be exposed. 
If a web application fails, it must not leave sensitive data unprotected or expose any details in error messages presented to the user. Any exceptions must be logged or emailed to the appropriate team member.
Any sensitive data stored in session, cookies, disk files, etc., must be encrypted.  Any sensitive data passed between tiers must be encrypted or must use SSL.
Applications must be protected from the Internet by a front-end web application, firewall, gateway, and proxy of a type approved by the CD1 ISO, which must be included in the documented system design.
Postback Universal Resource Locators (URLs) must not contain unencrypted record identifiers or database keys.
Postback URLs must not include query strings.

	16. [bookmark: _Toc295830021][bookmark: _Toc295830154]Application Code Security



Application developers should use tools and methods during development to ensure all custom source code is free from security vulnerabilities. At a minimum, the application must be free of the vulnerabilities described in the CWE/SANS Top 25 Most Dangerous Programmer Errors (http://www.sans.org/top25errors/). 

CD1 has the right to conduct a vulnerability scan against the application prior to its activation, and may disapprove use of the application until the vulnerabilities are remediated and the application re-tested. Any verified vulnerabilities from this list must be corrected by the organization which developed the application, at no additional cost to CD1. Unless an exception is granted by the CD1 ISO, vulnerabilities identified within third-party components must be remediated by the third-party vendor at no additional cost to CD1. Otherwise, a different third-party component must be selected and implemented.

	17. [bookmark: _Toc295830022][bookmark: _Toc295830155]Strong Authentication



Any information system providing access to Personally Identifiable Information (PII) and/or classified information from the Internet must assess the need for additional strong authentication, to prevent a significant data breach if a password is compromised. Strong authentication is defined as additional mandatory authentication over and beyond the password, for each account which has direct access to PII and/or classified information, or which has administrative privileges. The following factors should be included in the assessment: 
· Applicable policies and regulations. 
· Sensitivity of the PII or classified information. 
· Number of data records. 
· Number of user accounts with access to data. 
· Level of control over end users. 
· Level and frequency of log monitoring.
· Automated alerts and controls for unusual data access patterns. 
· End user training on security practices. 
· Other mitigating security controls. 

The Project/Program providing access to PII and/or classified information from the Internet must either implement an approved strong authentication method, or document why strong authentication will not be utilized. This documentation must be provided to the CD1 ISO for review and approval. 

The following methods are approved for strong authentication: 
· Physical Token: A physical device in the possession of the account holder, which must be physically connected to the computer. Examples include a USB token or Smartcard. 
· One Time Password (OTP): A temporary one time pass code is provided to the account holder, either by a physical device in their possession, or by way of a pre-defined communication channel such as cell phone or e-mail address. Examples include OTP token, or OTP sent via SMS text message, e-mail, or by automated voice call. 
· X.509 Certificate: A digital certificate which has been installed on the access point computer or device, utilizing a Public Key Infrastructure (PKI). 
· Firewall Rules: Firewall TCP/IP rules which ensure the account is only usable from an authorized access point, based upon specific IP address or IP subnet. 

The following strong authentication method is approved for personal data access, where accounts have access to only the account holder’s personal data, or a single data record they are custodian over such as a family member or information about their company. For example, an application where a client can submit or edit an enrollment form for themselves or someone else, but cannot access any other data records.
· Personal Challenge Questions: During registration, the account holder pre-answers one or more questions known only to them. When logging into a different computer, typically tracked with a cookie, they cannot login without correctly answering the pre-configured questions. The user should be prompted for whether the new computer is trusted vs. a one-time login, and this information used to determine whether to save a new cookie. 

[bookmark: _Toc210728653][bookmark: _Toc295830023][bookmark: _Toc295830156]The proposed strong authentication mechanism must be included in the detailed design documentation as described in Section E.5, Application Security Approvals.
D.	Documentation of Solution

	1. [bookmark: _Toc210728654][bookmark: _Toc295830024][bookmark: _Toc295830157]System Configuration



Project/Program must document and maintain documentation for the system/application. This should include the following: 
· Detailed design. 
· Description of hardware, software, and network components. 
· Special system configurations. 
· External interfaces. 
· All layers of security controls. 

	2. [bookmark: _Toc295830025][bookmark: _Toc295830158]Information Classification



Project/Program will document and maintain an information classification matrix of all information elements accessed and/or processed by solution. 

The matrix should identify at a minimum:
Information element.
Information classification/sensitivity.
Relevant function/process, or where is it used.
System and database, or where is it stored.

	3. [bookmark: _Toc210728656][bookmark: _Toc295830026][bookmark: _Toc295830159]System Roles and Relationships



Project must document the following roles and ensure everyone understands their role, and complies with all applicable policies and regulations.
The designated owner of the system.
The designated custodian(s) of the system.
The users of the system.
The security administrator for the system.
Outside entities sending or receiving data to system.

Project must document the organizational structure and relationships between these roles. 

	4. [bookmark: _Toc210728657][bookmark: _Toc295830027][bookmark: _Toc295830160]Audit Method Documentation



Project/Program will document the solution’s auditing features and provide samples of audit reporting.

	5. [bookmark: _Toc210728658][bookmark: _Toc295830028][bookmark: _Toc295830161]Retention of Documentation



The system/application administrators will retain documentation, including audit and activity logs, for a minimum of three (3) years (up to seven (7) years maximum) from the date of its creation or the date it was last in effect, whichever is later. Shorter retention periods must be allowed contingent upon applicable regulations, policies, and standards, and upon approval by the CD1 ISO. In certain circumstances the retention period must be lengthened to comply with regulatory requirements.

[bookmark: _Toc210728659][bookmark: _Toc295830029][bookmark: _Toc295830162]
E.	ISO Notifications and Approvals

	1. [bookmark: _Toc210728660][bookmark: _Toc295830030][bookmark: _Toc295830163]Security Compliance Notification



As part of each project, assigned staff will document how the proposed solution meets or addresses the requirements specified in this document.  This documentation must be submitted to the CD1 ISO prior to taking custody of CD1 information.

	2. [bookmark: _Toc210728661][bookmark: _Toc295830031][bookmark: _Toc295830164]Notification of Changes to Solution



Once a project is approved as final by the CD1 ISO, no changes will be made to the project scope, documentation, systems or components without a change approval by the CD1 ISO.

	3. [bookmark: _Toc210728662][bookmark: _Toc295830032][bookmark: _Toc295830165]Notification of Breach 



The system/application administrators must immediately, and in writing, report to the CD1 ISO any and all breaches or compromises of system and/or information security. They must also take such remedial steps as may be necessary to restore security and repair damage, if any. 
 
In the event of a breach or compromise of system and/or information security, the CD1 ISO may require a system/application security audit. The CD1 ISO must review the recommendations from the security audit, and make final decisions on the steps necessary to restore security and repair damage.  

The system/application administrators must properly implement any and all recommendations of the security audit, as approved by the CD1 ISO.

	4. [bookmark: _Toc209597328][bookmark: _Toc295830033][bookmark: _Toc295830166]Project Security Approvals



Projects must ensure checkpoints throughout the System Development Life Cycle (SDLC) which verify security requirements are being met. This must be incorporated in the project plan along with identification of necessary resources, timelines, and costs to address these requirements.  The CD1 ISO should be involved throughout the SDLC to ensure this occurs.  

For reportable Feasibility Study Reports (FSRs), the California Office of Information Security (OIS) requires submission of the Questionnaire for Information Security and Privacy Components in Feasibility Study Reports and Project-Related Documents.  
See http://www.cio.ca.gov/OIS/Government/documents/docs/Info_Sec_and_Priv_Components_FSR-Questionnaire.doc. 

The response to this document must be approved by the CD1 ISO prior to submission.

Projects must ensure all applicable security requirements and deliverables are included in the project plan, and that ISO approvals are obtained, where required.  This includes those listed in the following section, and any covered by other sections of this document.  The CD1 ISO must be given reasonable time to review and comment on these deliverables.

	5. [bookmark: _Toc209597329][bookmark: _Toc295830034][bookmark: _Toc295830167]Application Security Approvals



At a minimum, for any application which accesses classified information, the following documented CD1 ISO approvals must be obtained at the appropriate project phases, and before the application is moved to production.

CD1 ISO approval of a dated, detailed design document.  This design must include network layout including specific firewall port requirements, server hosting locations, operating systems, databases, data exchange interfaces, and points of authentication/authorization. The project must not move beyond the design phase until there is a CD1 ISO approved design.
CD1 ISO approval of any non-standard development tools (such as programming languages or toolkits).
CD1 ISO approval of a plan for an independent security code review which addresses at minimum the current Open Web Application Security Project (OWASP) top ten application vulnerabilities, and CWE/SANS Top 25 Most Dangerous Programmer Errors, where applicable. CD1 ISO must approve any findings of that code review not being corrected. CD1 ISO recommends the security code review be carried out during the development process rather than only at the end.
CD1 ISO approval of a plan for security code reviews of future maintenance code changes, which addresses at minimum the current OWASP top ten application vulnerabilities, CWE/SANS Top 25 Most Dangerous Programmer Errors, where applicable.  
CD1 ISO approval of a plan for an independent automated security vulnerability assessment of the application, and approval of the findings of that assessment.  The assessment must assess at minimum the OWASP top ten risks and CWE/SANS Top 25 Most Dangerous Programmer Errors, where applicable.

Independent as indicated above is defined as organizationally separate from those developing or configuration the application.  The independence and skill level of the entities being utilized must be approved by the CD1 ISO.

Application code and infrastructure is subject to a CD1 ISO audit, and must match the approved detailed design.
[bookmark: _Toc295830035][bookmark: _Toc295830168]
F.	Appendix A – SR1 Exemption Form

	REF
	Security Requirement
	Exemption
(Yes, No, or N/A)
	Business Justification

	
	
	
	

	A
	[bookmark: _Toc212891581]Administrative / Management Safeguards
	
	

	1
	[bookmark: _Toc212891582]Workforce Confidentiality Statement
	
	

	2
	[bookmark: _Toc212891583]Access Authorization & Maintenance
	
	

	3
	[bookmark: _Toc212891584]Information System Activity Review
	
	

	4
	[bookmark: _Toc212891585]Periodic System Security & Log Review
	
	

	5
	[bookmark: _Toc212891586]Disaster Recovery Plan
	
	

	6
	[bookmark: _Toc212891587]Change Control
	
	

	7
	[bookmark: _Toc212891591]Supervision of Information
	
	

	8
	[bookmark: _Toc212891592]Escorting Visitors
	
	

	
	
	
	

	B
	[bookmark: _Toc212891596]Technical and Operational Safeguards
	
	

	1
	[bookmark: _Toc212891597]System Security Compliance
	
	

	2
	[bookmark: _Toc212891598]Malware Protection
	
	

	3
	[bookmark: _Toc212891599]Patch Management
	
	

	4
	[bookmark: _Toc212891600]Encrypted Electronic Transmissions
	
	

	5
	[bookmark: _Toc212891601]Encrypted Data Storage
	
	

	6
	[bookmark: _Toc212891602]Workstation / Laptop Encryption
	
	

	7
	[bookmark: _Toc212891603]Removable Media Encryption
	
	

	8
	[bookmark: _Toc212891604]Secure Connectivity
	
	

	9
	[bookmark: _Toc212891605]Intrusion Detection and Prevention
	
	

	10
	[bookmark: _Toc212891606]Minimum Information Download
	
	

	11
	Information Sanitization
	
	

	12
	[bookmark: _Toc212891609]Removal of Information
	
	

	13
	[bookmark: _Toc212891610]Faxing or Mailing of Information
	
	

	
	
	
	

	C
	[bookmark: _Toc212891612]Solution Architecture
	
	

	1
	[bookmark: _Toc212891613]System Security Compliance
	
	

	2
	[bookmark: _Toc212891614]Warning Banner
	
	

	3
	[bookmark: _Toc212891615]Layered Application Design
	
	

	4
	[bookmark: _Toc212891616]Input Validation
	
	

	5
	[bookmark: _Toc212891617]Data Queries
	
	

	6
	[bookmark: _Toc212891618]Username/Password Based Authentication
	
	

	7
	[bookmark: _Toc212891619]Administrative / Privileged Accounts Management
	
	

	8
	[bookmark: _Toc212891620]Service Accounts Management
	
	

	9
	[bookmark: _Toc212891621]Authentication and Authorization
	
	

	10
	[bookmark: _Toc212891622]Authentication Logging
	
	

	11
	[bookmark: _Toc212891623]Automatic System Session Expiration
	
	

	12
	[bookmark: _Toc212891624]Automatic System Lock-out and Reporting
	
	

	13
	[bookmark: _Toc212891625]Audit (Access)
	
	

	14
	[bookmark: _Toc212891627]Audit (Minimum Information)
	
	

	15
	[bookmark: _Toc212891628]Application Security Controls
	
	

	16
	[bookmark: _Toc212891629]Application Code Security
	
	

	17
	[bookmark: _Toc212891630]Strong Authentication
	
	

	
	
	
	

	D
	[bookmark: _Toc212891634]Documentation of Solution
	
	

	1
	[bookmark: _Toc212891635]System Configuration
	
	

	2
	[bookmark: _Toc212891636]Information Classification
	
	

	3
	[bookmark: _Toc212891637]System Roles and Relationships
	
	

	4
	[bookmark: _Toc212891638]Audit Method Documentation
	
	

	5
	[bookmark: _Toc212891639]Retention of Documentation
	
	

	
	
	
	

	E
	[bookmark: _Toc212891640]ISO Notifications
	
	

	1
	[bookmark: _Toc212891641]Security Compliance Notification
	
	

	2
	[bookmark: _Toc212891642]Notification of Changes to Solution
	
	

	3
	[bookmark: _Toc212891643]Notification of Breach 
	
	

	4
	Project Security Approvals
	
	

	5
	Application Security Approvals
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